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ABSTRACT 
Security is a major challenge for today’s companies, especially 
ICT ones which manages large scale cyber-critical systems. 
Amongst the multitude of attacks and threats to which a system is 
potentially exposed, there are insiders attackers i.e., users with 
legitimate access which abuse or misuse of their power, thus 
leading to unexpected security violation (e.g., acquire and 
disseminate sensitive information). These attacks are very difficult 
to detect and mitigate due to the nature of the attackers, which 
often are company’s employees motivated by socio-economical 
reasons, and to the fact that attackers operate within their granted 
restrictions: it is a consequence that insiders attackers constitute 
an actual threat for ICT organizations. In this paper we present 
our ongoing work towards a methodology and supporting libraries 
and tools for insider threats assessment and mitigation. The 
ultimate objective is to quantitatively evaluate the possibility that 
a user will perform an attack, the severity of potential violations, 
the costs, and finally select the countermeasures. The 
methodology also includes a maintenance phase during which the 
assessment is updated on the basis of system evolution. The paper 
discusses future works towards the completion of our 
methodology.  

Categories and Subject Descriptors 
K.6.5: [Computers and Education]: Security and Protection: 
authentication, unauthorized access 

K.6.m: [Computers and Education]: Miscellaneous: security 

General Terms 
security, standardization, verification. 

Keywords 
security; insider threats; risk assessment; attack path. 

1. INTRODUCTION 
Today’s ICT organizations are constantly facing the challenge of 
ensuring high degrees of security (and privacy). Security measures 
are attentively selected and maintained, mainly with the intent of 
protecting the organization from external threats. Several tools 
and solutions are available for this scope, for example firewalls. A 
lesser amount of solutions is instead available for mitigating 
threats coming from within the company, that is, from its own 
employees; these threats, that we refer to as insider threats, are 
most often mitigated almost exclusively through regulations and 
policies [6]. For example, insiders to an organization such as 
former, or newly fired employees or system administrators might 
abuse their privileges to conduct masquerading, data harvesting, 
or simply sabotage attacks. Although some intrusion detection 
systems offer insider threats capability, it is still very difficult to 
characterize all the threats, transform them into rules (or, in case 
of anomaly-based intrusion detection, instruct the detector to 
identify them as anomalies), and effectively detect intruders.  
The problem of insider threats have been, and currently is, largely 
discussed in literature, because it is particularly challenging to 
identify insiders and mitigate the possible threats they pose to a 
system; we should consider that an insider attack may have socio-
economical roots, and detection of false positive may have severe 
consequence on an organization (consider the impact of false 
accusations of insider threats on both the individual and the 
organization [7]). Mitigation may be composed of prevention 
(including deterrents as strict regulatory aspects, surveillance, 
legal implications), or detection methods and procedures that may 
help protecting the system.  
It appears evident that protecting from insider threats requires a 
deep study on the socio-economical profiles of the users, their 
possible actions, and the impact of these actions on the system 
and on the life of the organization. This calls for a tailored insider 
threats assessment activity, which takes into account socio-
economical aspects while identifying the attacks, their impact on 
the system and on the organization, and possible countermeasures. 
We aim to tackle this problem proposing a methodology for 
insider threats assessment and mitigation. This paper presents our 
ongoing work towards the methodology completion. The 
methodology presents the following features: i) it is tailored for 
the challenges posed by insider threats, ii) it is supported by a set 
of libraries and tools, iii) it takes into account socio-economical 
aspects, including a description of the profile of the attacker, iv) 
relies on model-based formalisms of the system and of the attack 
paths to quantitatively analyze threats and evaluate 
countermeasures. The methodology first defines the system 
requirements and the attackers profiles, then identifies the threats, 
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the attack paths and the potential countermeasures. The 
methodology also includes a maintenance phase during which 
self-reconfiguration facilities of the system are supported to 
update the assessment. 

2. DEFINITION OF INSIDER THREAT 
Talking of insider is often confusing, in literature there are 
different definitions of insiders, each of which, in general, has a 
negative meaning of the concept of insider. Although the question 
"who is an insider?" seems simple, a well established definition is 
still missing. Definition in [10], [11] suggests that an insider must 
be defined with respect to some set of rules that is part of a 
security policy: 
"A trusted entity that is given the power to violate one or more 
rules in a given security policy... the insider threat occurs when a 
trusted entity abuses that power." 
The CERT Program goes further by providing a definition of 
malicious insider [9]: 
A malicious insider is defined as a current or former employee, 
contractor, or business partner who meets the following criteria: 
i) has or had authorized access to an organization’s network, 
system, or data; ii) has intentionally exceeded or intentionally 
used that access in a manner that negatively affected the 
confidentiality, integrity, or availability of the organization’s 
information or information systems. 
In [11] several possible uses of the term insider are listed, but still 
not exhaustive and potentially could be extended. In general, we 
can simply define an insider as an entity that have been given the 
privileges to act within a specific environment. What is of interest 
is the use of privileges (being it an abuse or misuse of privilege, 
or simply a mistake) in such a way that it constitutes a threat 
(being it malicious or accidental [7]) i.e., an insider threat.  

3. STATE OF THE ART AND 
ADVANCEMENTS 
A wide literature exists on the issue of the insider threats, 
although most of it is devoted to the description of techniques and 
methods useful to prevent insider attacks and to protect the system 
or the infrastructure. Examples are initiatives as restrict remote 
access and system administrator access, or inhibit the use of 
removable drives. Also works have been done to predict 
threatening insider activity, for example [14] presents a prediction 
model based on graph theory approaches, where alarms are raised 
when it is detected an increasing risk that users actions might lead 
to compromise systems resources. 
Recent years have witnessed an increasing number of works 
devoted to research solutions for (early) detection of insider 
attacks [9], [7]. However, to the best of our knowledge, most of 
the proposed works have been devised for specific and well 
defined case studies, sometimes also requiring to introduce 
simplifying assumptions, and without offering good portability to 
different systems or environments. 
In [1], the authors aim to detect masquerade attacks, where a user 
impersonates another user, by profiling user behaviors. To 
evaluate these attacks, UNIX command data were collected from a 
certain number of users and then the data were contaminated with 
masqueraders. The experiment was performed and compared with 
six masquerade detection techniques: Bayes one-step Markov, 
Hybrid multi-step Markov, IPAM, Uniqueness, Sequence-Match 

and Compression. In [2] an approach is pursued to predict 
financial fraud from insiders by considering: i) the audit data, 
gathered during the operation of the system, and ii) the human 
factor, as a qualitative aspects to integrate with the classic 
quantitative analysis of financial transactions. The works [3] and 
[4] focuses on the analysis of anomalous commands executed on 
data bases. In [3] a user profile has been generated according to a 
syntax-centric approach, that represents the structure of the SQL 
queries submitted by the users, in order to detect anomalous 
queries. Another approach which consider the RDBS as case 
study is in [4], where the approach is data-centric unlike the 
previous one. In this approach the anomalies are identified 
looking at the data that are retrieved following the user's request.  
In [5] it is proposed a graph-based model of the system’s basic 
network connectivity and access control mechanisms, to identify 
system vulnerabilities which can be exploited by a malicious 
insider in his attack. In [6], a study within an enterprise was 
conducted, during which analysts were monitored while 
performing analytical operations. Using Grounded Theory 
research method (Grounded Theory is defined as the discovery of 
theory from data systematically obtained from social research), the 
objective are: i) understand how security event analysis works, 
and ii) create an event-based model to analyze insider threats. 
This model shows how alerts and events created can be analyzed 
to determine if malicious insider behavior is present. This 
approach defines a process and a model to identify and 
characterize insider threats.  
While great efforts have been devoted on the research of solutions 
to the thorny problem of the insider threat, few efforts have been 
made to identify and delineate a methodology for the insider 
threats assessment, comprising threats identification, 
(quantitative) evaluation and mitigation. A threat assessment 
process, generic and not limited to insider threat, is presented by 
NIST [12]. Although generic and largely applicable, it does not 
proposes methodologies and libraries to support and semi-
automate the assessment process, nor to achieve a quantification 
of the dangerousness of each threat. While being compliant to the 
steps of the NIST process, we focus on insider threats assessment, 
aiming to define a methodology that is supported by libraries, 
techniques and tools. Note that external libraries or techniques as 
the threat models from [5] can still be used. An important 
challenge that we plan to address is related to the maintenance 
phase of the threat assessment process, to perform updates of the 
threat analysis smoothly and rapidly, in order to reflect the system 
evolution. This is especially intended for systems characterized by 
evolutionary and dynamic behavior, as for example Internet of 
Services, large-scale architectures, or cyber-critical 
infrastructures, in which traditional, pre-deployment Verification 
and Validation is inefficient and thus run-time verification [15] to 
cope with the changes in the system and its environment is 
required. 

4. OUR METHODOLOGY IN SIX STEPS 
The objective of this work is to provide an incisive, clear and 
supported methodology to handle those systems, and related risk 
assessment processes, where the insider threat issue could be 
relevant. Especially the proposed methodology will be 
independent from the type of system. 
In the following subsections 4.1 to 4.6 we provide a brief 
presentation of the proposed methodology, pointing out the 
description of six key iterative phases around which the 



methodology has been developed. Compliance with NIST risk 
assessment procedure is not shown for brevity, but can be easily 
proven intuitive. The specialization of the proposed methodology 
on a real case study will be given in the later sections of the paper.  

4.1 System under analysis 
A system is characterized by a number of resources (e.g., services, 
computers, removable drives, etc.), one or more communication 
networks, and users, which can use the system or in general 
interact with it. In addition, new features of the system can be 
integrated over time, due to the evolution of technologies, and the 
update of system specification. 
In the characterization of a system we can therefore talk of macro-
components which constitute the overall architecture. A system 
can thus be seen as the set of n macro-components. A functional 
description of the system in some form, from textual requirements 
to semi-formal language, can be provided and used here. 
Although precise requirements and a model of the system is 
preferable (especially as input for the successive phases of our 
methodology), restrictions on the description method and level of 
details are not provided, because we are aware that in practise a 
threats assessment may incur while the system requirements 
definition is still ongoing (although this may call for additional 
iterations of the procedure).  

4.2 Insiders 
The second phase of the methodology consists in profiling 
potential insiders, determining their dangerousness to the system 
and their key attributes. This is organized in two steps. 
In first step, which follows from system requirements, all possible 
users involved in the system under analysis are identified. 
In the second step their potential attributes as insiders are defined. 
To perform this task more efficiently and raise evidence of the 
completeness of the assessment procedure, we propose a 
predefined library of insiders. We refer to the attributes presented 
in [8], where a detailed threat agent library (TAL) has been 
provided, which constitute a consistent reference library 
describing the human agents involved in IT systems and that 
could pose threats to such kind of systems, although not limited to 
insider threats. The idea is not to represent specific individuals, 
but instead the library is intended to create a taxonomy of specific 
attributes useful to uniquely identify the users/insiders. 
Specifically, the attributes defined are eight and they are described 
in the following specialized for insider threats [8]: 
Intent. Whether the insider intends to cause harm. Insiders fall 
into two categories based on their intent: Hostile and Non-Hostile. 
Access. Defines the extent of the insider’s access to the 
company’s assets. There are two options: Internal or External. 
Outcome. Defines the insider’s primary goal, that is, what the 
insider tries to accomplish with a typical attack. Possible 
outcomes are: Acquisition/Theft, Business Advantage, Damage, 
Embarrassment, Technical Advantage, etc. 
Limits. Legal and ethical limits that may constrain the insider, 
e.g., the extent to which the insider may be prepared to break the 
law. Options are: Code of Conduct, when the insiders follow both 
the applicable laws and an additional code of conduct accepted 
within a profession or an exchange of goods or services; Legal, 
the insiders act within the limits of applicable laws; Extra-legal, 

minor, the insiders may break the law in relatively minor, non-
violent ways, such as minor vandalism or trespass, e.g., activist; 
Extra-legal, major, insiders take no account of the law and may 
engage in felonious behavior resulting in significant financial 
impact or extreme violence, e.g., members of organized crime. 
Resource. Defines the organizational level at which an insider 
typically works, which in turn determines the resources available 
to that insider for use in an attack. Options are: Individual, insider 
acts independently; Club, members interact on a social and 
volunteer basis; Contest, participants interact together for a very 
short period of time and perhaps in anonymous way with the 
objective to achieve a single goal; Team, a well organized group 
with a leader, typically motivated by a specific goal and organized 
around that goal. Organization, a larger and better resourced than 
a Team. Government, controls public assets and functions within a 
jurisdiction, it is very well resourced and persists long term. 
Skill Level. The special training or expertise an insider typically 
possesses. Options are: None, Minimal, Operational, Adept.  
Objective. The action that the insider intends to take in order to 
achieve a desired outcome. Options are: copy, destroy, injure, 
take possession, don’t care. 
Visibility. The extent to which the insider intends to conceal or 
reveal his or her identity. Options are: overt, covert, clandestine, 
don’t care. 

4.3 Insider Threats 
The third phase is the identification and description of possible 
threats which the system could be vulnerable to. This activity is of 
critical relevance because it allows to identify the damages that 
can be done on the system and the potential consequences. 
Through this phase it is possible to define the threats that need to 
be addressed with higher priority. It is important to note that we 
are not interested on the motivations that lead an insider to put 
into practice an attack. 
For example, the potential threats which a generic system may be 
subject are: installation of improper software/apps (e.g., viruses, 
Trojans, spyware, backdoors, key loggers, logic bombs, etc.); 
improper data operations (e.g., data removal, exporting data, 
producing fake data, data modification, etc.); managing of user 
profiles (e.g., creation of fake users). The list is long and most 
likely system-dependent; a library of threats, expanding the list 
above mentioned, will be prepared, matched to the identified users 
type and attributes (e.g., insider attacker motivations or 
experience), and maintained. 

4.4 Attack paths 
This phase has the objective to identify the path(s) exploitable by 
the insider to realize the threat(s) and achieve the goal. 
Several approaches exist and are very useful for determining what 
threats exist in a system and how to deal with them, e.g., attack 
trees [18], attack graphs [19], privilege graphs [20], ADVISE 
[17]. The latter extends the concept of attack graph by considering 
different attack goals, attack preferences of specific attackers, and 
creating customizable models to produce quantitative analyses 
based on specific metric of interest.  
Regardless of the adopted approach, the capability to build an 
attack path, match it to a system model, and consequently to 
evaluate quantitatively the success rate and effects of the attack is 



of paramount importance, as it allows for example to get 
information on the probability of occurrence of an attack. 
The identification of the overall set of attack paths is a critical 
step, especially if we think of unknown paths. Many insiders, 
abusing of their privileges, are able to set up unexpected attack 
paths, that are unknown w.r.t. the presented set of attack paths 
[22]. Said this, the activity of discovering the unknown paths is 
strongly linked to a monitoring activity of the system, with a 
careful management of the known access paths into the system.  

4.5 Countermeasures selection 
This phase consists in the selection of the proper 
countermeasure(s), in order to avoid or mitigate the identified 
threat(s). Again, a defined library which lists the countermeasures 
for determined attacks can be used to support the countermeasures 
identification and selection.  
Introduction of such countermeasures necessarily require to re-
assess the system, improved with the countermeasure, to verify 
that the threat is mitigated and give evidence of the security 
improvement. In case a model of the system and of the 
countermeasure is available, these can be integrated with the 
attack path of Section 4.4. 

4.6 Iteration and Update  
It is well known that today’s large scale systems and 
infrastructures are subject to changes and evolutions; this can 
require to iterate the phases of the methodology in order to align 
the assessment outcomes to the most recent status of the system. 
To semi-automate this procedure, this require to: i) collect 
feedbacks from the field about system status, ii) use those 
feedback to understand the evolution of the system, its users, and 
possible changes of system requirements, iii) update the insider 
threats library and the attack paths, and iv) perform the 
quantitative analysis. This will ultimately lead to define new 
countermeasures to be applied. In this paper this step is not 
discussed further to allow more space to a first basic definition of 
the methodology. 

5. METHODOLOGY APPLICATION 
We apply our methodology to a compact but concrete case study. 
For this purpose we consider our ongoing work in the context of 
the Secure! project. We point out that the sixth phase is currently 
not considered, because the Secure! project is still in its design 
phase; consequently the assessment will cover phases 1 to 5. 

5.1 System under analysis 
Secure! [13] is a system whose objectives are: i) prevent crisis as 
terrorist acts, vandalism, sabotage, and ii) support crisis 
management (e.g., in case of environmental catastrophes, human 
sabotages, and authorized or not-authorized demonstrations). The 
Secure! system will be able to integrate several heterogeneous 
information (audio, video, images, text) originated from different 
sources, including social networks (e.g., Facebook, Twitter, 
Flickr), emergency numbers, surveillance camera, 
telecommunication network, and data provided by the Secure! 
users on field through a Secure! application for mobile devices 
(anyone can be a Secure! user, after downloading the application). 
The Secure! system includes instruments to semi-automatically 
correlate, query and analyze the data, supporting both the 
intervention of crisis management teams, and a-posteriori forensic 

analysis. Secure! can run on cloud system, which is particularly 
involved for the big-data management. Secure! is subject to severe 
security and privacy requirements. In fact, in order to have users 
trust the Secure! system and to make it acceptable to the 
community, it is mandatory to provide guarantees that users 
authorized to work with the data collected do not compromise, 
counterfeit, steal or even unnecessarily query them, or do not 
abuse of the data correlation and data search capacity behind what 
is strictly necessary for their work. This calls for an attentive 
evaluation of insider threats. Secure! project started recently, 
therefore the description is currently only textual [13], and the 
architectural description using the MDA approach is ongoing. 

5.2 Insiders 
A taxonomy of users physically or logically involved within the 
system has already been organized in six plausible groups of users 
and is described below [13]. 
Operator. A Secure! user who works in the security field, e.g., 
trained firefighter, or rescue personnel. 
Human Sensor. Any citizen voluntarily registered to the Secure! 
platform in order to cooperate using the Secure! application.  
Domain expert. Represents an expert in the homeland security 
field, e.g., a police officer or a component of national intelligence. 
Unknown user. A citizen who is not registered to the platform, 
but interacting, even unconsciously, with the system, e.g., by 
social media, blog, etc. This user is in general very little expert of 
Secure!.  
System expert. A special user which can access the system in 
order to install and configure the various components of Secure!. 
System Administrator (SA hereafter). A special user which has 
remote and local access to Secure! in order to perform 
maintenance tasks, removal, exports and drop of data, managing 
user profiles, etc. Moreover, the SA is in charge of managing 
emergency situations in which the system is undergoing 
maintenance, or under cyber-attacks, etc. 
Given the dimension of the Secure! system, more than one user 
belongs to the same group, e.g., there are different SAs; also, one 
user can belong to multiple groups. For illustrative purposes, we 
apply our methodology to one of the above insiders, that is the 
SA. According to the eight attributes defined in Section 4.2, in 
this step we can provide a preliminary matching Attributes-
Values, showed in Table 1, which will be refined during the next 
Insider threats phase. In fact, the values assigned to the attributes 
could vary based on the threat to be considered. 

Table 1. Preliminary matching attributes-values. 
Attribute Value 
Intent Hostile/Non Hostile 
Access Internal 
Outcome/Goal Acquisition/Theft, Embarrassment, Damage 
Limits Code of Conduct, Legal, Extra-legal 
Resources Individual, Team, Contest 
Minimum Skills Operational 
Objective Copy 
Visibility  Clandestine 

5.3 Insider threats 
In the context of the Secure! project, we can identify a number of 
threats of different type of severity, which are related to the 
actions performed by the insiders. This phase of the methodology 



aims at identifying all threats whose impact, in case of successful 
attack, is intolerable in terms of economic losses, image, damages 
to the infrastructures and/or to the environment, and so on. 
Within Secure!, for example, human sensors could use their own 
Secure! application in order to provide, intentionally, fake 
information to the system, causing delay on supporting operations 
on field. System expert, as the SA, could install and improperly 
configure components on the Secure! system. 
For brevity, in this work we consider the SA, who can potentially 
realize a consistent number of threats with respect to the others 
insiders. Specifically, thanks to its privileges, he could install 
malicious software/code, create backdoors, disable system logs 
and anti-virus, create new users or change users’ privileges, install 
remote network tools, plant logic bombs [16], perform operation 
on data base in order to have Secure! creating erroneous reports, 
modify, delete, and steal data. 
The basic idea is to list all the possible threats of interest and try 
to associate them to the previously identified insiders, as sketched 
in Table 2 which shows a portion of the SA row. 
In the rest of the paper, among the mentioned threats, we 
concentrate on the improper data management which the SA 
could realize for personal purposes e.g., collecting information 
about movements of the police teams and or export sensitive data 
to sell or to use for personal purposes; delete useful information 
about the current or past critical event to hide or cope 
something/someone. 
Based on the insider under analysis and the threat of interest, we 
can refine the previous Table 1 and we obtain Table 3. 

Table 2. Mapping insiders to threats. 
 Threats 

Insiders 

Send fake 
info 

Disable 
system logs 

Improper data 
management 

Improper user 
management 

System 
Administrator NO YES YES YES 

 
Table 3. Refined matching attributes-values. 

Attribute Value 
Intent Hostile 
Access Internal 
Outcome/Goal Acquisition/Theft  
Limits Legal 
Resources Individual 
Minimum Skills Operational 
Objective Copy 
Visibility  Clandestine 

5.4 Attack paths 
To achieve his attack goal, that is the theft of sensitive data, the 
SA will perform the following steps.  
First of all, the SA logs into the system. This action can be 
performed both within the company, and from remote. Then the 
SA accesses the data base in order to execute his data queries or 
even dump the database. After that he can copy the obtained data 
to a different file, or to an external drive, or he can send them by 
e-mail or simply print them. These simple actions can be 
performed by any user with the same privileges of the generic SA. 
Said this, it is easy to see that the SA could create one or more 
false SA or even he could give SA privileges to another user (e.g., 

operator, system expert) behind his back, and exploit the new 
insider's account and privileges to achieve its attack goal, 
preventing being identified. In order to assess the identified 
insider threats, both quantitative and qualitative formalism can be 
used to model the attack paths.  
For example, to perform quantitative evaluation, the ADVISE 
modeling formalism [17] is here proposed. ADVISE is a 
formalism for security evaluation that extends attack graphs and 
takes into account the attack behavior and proficiencies of 
different attack profiles. 
It is important to point out that to be able to perform a 
quantitative security analysis using ADVISE, a mapping between 
the TAL library and ADVISE profiles must be provided, also 
assigning numerical values, and ultimately a mapping from 
ADVISE to the system description. We want make it clear that 
this mapping is currently unavailable, and it will be devoted to 
future works. Merely to give a simple example of the ADVISE 
attack execution graph, describing how an insider can realize the 
considered threat, we propose the structure in Figure 1. We briefly 
describe the meaning of the graphical notation: the rectangular 
boxes represent the attack steps; the squares are the access 
domain; the circles are the knowledge items and finally the ovals 
represent the attack goal. More details on the formalism and 
graphical notation can be found in [17]. Since this is a preliminary 
work towards a methodology for quantitative assessment of 
insider threats, we refer to future works for analyses results 
preferring to provide a better description of the methodology. 

 
Figure 1. ADVISE attack execution graph for Data Theft. 

5.5 Countermeasures selection 
The individual actions which constitute the graph in Figure 1 are 
legitimate; it is their sequence and semantics that constitute the 
attack. Countermeasures, being them preventive, deterrent, or a-
posteriori, must be imposed. At this stage we are not willing to 
determine which solution is best for Secure!, but instead we 
simply propose countermeasures from the state of the art that are 
suitable for this threat.  



What we aim to prevent is the export of the sensitive data outside 
the company. Possible countermeasures are: 

• avoid the use of other programs during the action of 
reporting (e.g., word processor application); 

• avoid the use of external data storage; 
• avoid to log into the system during holiday days or outside 

the office hours; 
• allow printing reports only in specific printers; 
• query monitoring as in [3] and [4] can identify anomalous 

query of the database. 
Selecting one or more among the proposed countermeasures and 
implementing them properly in the original model, allows to re-
evaluate the security of the Secure! system with respect to the 
considered attack. 

6. CONCLUSIONS AND FUTURE WORKS 
Increasing attention is being paid to insider threats and attacks. 
Several techniques exists to avoid or detect the risk that a 
legitimate user abuses of its authority in the system usage. 
However, we identified a lack in the definition of a methodology 
and related supports for the systematic investigation and 
quantitative assessment of insider threats. This paper presents our 
work towards the identification of such methodology. 
Our future work is mainly targeted to realize our approach in the 
Secure! case study, addressing the open points that were 
mentioned in the course of the paper. In particular, some expected 
challenges that we will face are the following. First, define a 
method which supports the creation, usage and maintenance of the 
threats library, using both a taxonomy and an ontology. Second, 
identify an approach to support the selection of the input 
parameters that characterize the attack path. These inputs are 
required to understand the costs and dangerousness of an attack; 
note that these vary from a system to another. Third, verify 
compliance of the procedure with standards, and integrate the 
threats assessment methodology with risk assessment processes 
from standards. Fourth, define solutions for evolutionary system, 
where the definition of insiders, the constructions of the insider 
threats and of the attack paths, and the execution of the model 
should be performed at run-time, possibly automatically, and on 
the basis of feedback collected from the field. 
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