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Abstract

Increasing interest is being paid to quantitative evalu-
ation based on measurements of dependability attributes
and metrics of computer systems and infrastructures. De-
spite measurands are generally sensibly identified, differ-
ent approaches make it difficult to compare different re-
sults. Moreover, measurement tools are seldom recognized
for what they are: measuring instruments. In this paper,
many measurement tools, present in the literature, are criti-
cally evaluated at the light of metrology concepts and rules.
With no claim of being exhaustive, the paper i) investigates
if and how deeply such tools have been validated in accor-
dance to measurement theory, and ii) tries to evaluate (if
possible) their measurement properties. The intention is to
take advantage of knowledge available in a recognized dis-
cipline such as metrology and to propose criteria and in-
dicators taken from such discipline to improve the quality
of measurements performed in evaluation of dependability
attributes.

1 Introduction

The key role of computing systems and networks in a
variety of high-valued and critical applications justifies the
need for reliably and quantitatively assessing their charac-
teristics. The quantitative evaluation of performance and of
dependability-related attributes is an important activity of
fault forecasting [1], since it aims at probabilistically esti-
mating the adequacy of a system with respect to the require-
ments given in its specification. Quantitative system assess-
ment can be performed using several approaches, generally
classified into three categories: analytic, simulative and ex-
perimental. Each of these approaches shows different pecu-
liarities, which determine the suitableness of the method for

the analysis of a specific system aspect. The most appropri-
ate method for quantitative assessment depends on the com-
plexity of the system, the development stage of the system,
the specific aspects to be studied, the attributes to be evalu-
ated, the accuracy required, and the resources available for
the study.

Analytic and simulative approaches are generally effi-
cient and timely, and they have proven to be useful and
versatile in all the phases of the system life cycle. Ana-
lytic approach is usually cheap for manufacturers. The ac-
curacy of the results obtained through an analytic approach
is strongly dependent on the accuracy of the values assigned
to the model parameters and on how realistic the assump-
tions the system model is based on are. The simulative ap-
proach is one of the most commonly used approaches for
quantitative evaluation in practice; similarly to the analytic
approach, the accuracy of the obtained evaluation depends
on the accuracy of the assumptions made for the system to
be analyzed as well as on the behavior of the simulation
environment, and on the simulation parameters.

In the last years, increasing interest is being paid to the
quantitative evaluation based on measurements, with spe-
cial attention to evaluation of Quality of Service (QoS) met-
rics of systems and infrastructures. Experimental measure-
ment is an attractive option for assessing an existing system
or prototype. It allows monitoring the real execution of a
system to obtain highly accurate measurements of the sys-
tem in execution in its real usage environment. When pre-
senting the results achieved in the experiments, the related
authors usually choose parameters and indicators that ap-
pear sensible and represent the typical metrics of interests
for dependability. In other words, the measurands are gen-
erally correctly and sensibly identified. It has to be noted,
however, that the approach followed to quantitatively assess
algorithms and systems is not univocal. It generally varies
from a paper to another, making comparison among differ-
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ent results quite difficult, if not meaningless. Moreover, the
attention is usually devoted only to the output, intended as
the numerical results provided by the tool, whereas little or
no attention is devoted to the (quantitative) evaluation of the
quality of the measurement. This is probably a consequence
of the fact that measurement tools designed and utilized to
evaluate dependability attributes of computer systems and
algorithms are seldom recognized for what they really are:
measuring instruments. Hence, they are not characterized
as they should, in terms of their metrological properties and
parameters. Some important characteristics are not made
explicit as they should, and remain hidden. The need for a
common roadmap to follow when characterizing a measure-
ment tool and the results it provides is becoming more and
more urgent, as this would help a more rigorous treatment
and fair comparison of the behavior of different tools.

As modern science is based on experimental evidence
[2], the science of measurement, i.e. modern metrology,
which traces its roots back to the French Revolution and
even before [3], has nowadays reached an adequate level of
maturity and has proved very useful in the application to
several fields of science. In particular, it has developed the-
ories as well as good practice rules to properly make mea-
surements and evaluate measurement results, and to cor-
rectly characterize measuring instruments and assess their
characteristics.

In the paper, computer systems and infrastructures are
looked at with the eye of the metrologist, with the intention
of highlighting the peculiarities of such modern systems,
with particular regard to the quantitative assessment of de-
pendability and QoS metrics in accordance to measurement
theory. The intention is to propose a methodology based
on criteria and indicators that are the foundations of a rec-
ognized discipline like metrology in order to compare the
results of different measurement tools, which should now
be seen as measuring instruments in all respects.

The paper is organized as follows. In Section 2, fun-
damentals of measurement theory are introduced, and the
main metrological properties that should be analyzed to
characterize measurement results and assess the charac-
teristics of a measurement instrument are stressed. Sec-
tion 3 proposes a classification of computer systems, from
a metrological point of view, and singles out the most im-
portant properties to be evaluated for tools and, in general,
for experimental campaigns of computing systems. In Sec-
tion 4 a number of well-known measurement tools, which
are currently present in computer science literature and are
used with success, are taken into consideration and critically
evaluated along the lines traced by metrology concepts and
rules. Without expecting to be exhaustive, the idea is to in-
vestigate if and how deeply such tools have been validated
in accordance to measurement theory, and try to evaluate
(if possible) their properties. Finally, concluding remarks

follow in Section 5.

2 Fundamentals of measurement theory for
the characterization of measurement sys-
tems

In this Section we give definitions and we describe fun-
damental concepts related to characterize measurement sys-
tems and methods according to metrological criteria. A
complete digest of metrological terms and concepts can be
found in [4].

Measuring a quantity (namely the measurand) consists
in quantitatively characterizing it. The procedure adopted
to associate quantitative information to the measurand is
called measurement. The measurement result is expressed
in terms of a measured quantity value and a related mea-
surement uncertainty.

Accuracy is a concept that is often badly used; in metrol-
ogy it must be intended only in a qualitative way. It was
formerly defined as the difference between the measure and
the true value of the measurand. As it is now commonly
accepted that the true value of the measurand can not be ex-
actly known, the qualitative concept of accuracy represents
closeness of the measure to the best available estimate of
the measurand value.

Uncertainty, on the contrary, provides quantitative in-
formation on the dispersion of the quantity values that could
be reasonably attributed to the measurand. Uncertainty has
to be included as part of the measurement result and repre-
sents an estimate of the degree of knowledge of the mea-
surand. It has to be evaluated according to conventional
procedures, and is usually expressed in terms of a confi-
dence interval, that is a range of values where the measur-
and value is likely to fall. The probability that the measur-
and value falls inside the confidence interval is named con-
fidence level. Uncertainty can also be expressed in terms of
relative uncertainty, which is the ratio of uncertainty to the
absolute value of the estimate of the measurand.

Indirect measurements are performed when the measur-
and value is not measured directly, but it is rather deter-
mined from direct measurements of other quantities, each
of which is affected by uncertainty. Uncertainly of indi-
rect measures can be obtained in principle following sev-
eral ways. To give answer to the need for a univocal way
of evaluating uncertainty, which offers the opportunity of
comparing results from different methods and instruments,
the Guide to the expression of Uncertainty in Measurements
(GUM) has been published in 1993, and amended in 1995
[5], after years of discussions within, but not limited to, the
scientific community. Actually, since then, some supple-
ments to the GUM are being discussed, and some questions
are still open (e.g. alternative ways of evaluating uncer-
tainty in indirect measurements in particular cases).
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According to the GUM, standard uncertainty, usually
indicated as u, that is uncertainty expressed as a standard
deviation, can be evaluated in two ways: i) statistically, as
an estimate of the standard deviation of the mean of a set
of independent observations, or ii) on the basis of a scien-
tific judgement using all the relevant information available,
which can include previous measurement data, knowledge
of the behavior and property of relevant materials and in-
struments, manufacturer’s specifications, data provided in
calibration and other reports, and uncertainties assigned to
reference data taken from handbooks. This second way of
evaluating uncertainty can be as reliable as the first, espe-
cially when the independent observations are very few.

Uncertainty evaluation becomes more critical for mea-
surand estimated through indirect measurements. Specifi-
cally, let Y be the measurand, which is determined through
N other quantities X1, X2, ..., XN , according to the func-
tional relation

Y = f(X1, X2, ..., XN ) (1)

which is also called measurement equation. An estimate
of Y , denoted by y, is achieved from (1) using input esti-
mates x1, x2, ..., xN for the values of the N input quantities
X1, X2, ..., XN , that is

y = f(x1, x2, ..., xN ) (2)

First of all, the standard uncertainty (i.e. the uncertainty
expressed as a standard deviation) u(xi) of each estimate xi

(i = 1, ..N ) involved in the measurement function has to be
evaluated. Then, we have to compose such standard uncer-
tainty to obtain the combined standard uncertainty uc(y);
according to [5]:

uc(y) =

√√√√ N∑
i=1

(
∂f

∂xi

)2

u2(xi) (3)

where the partial derivatives ∂f
∂xi

are equal to ∂f
∂Xi

evalu-
ated in Xi = xi. Equation (3), referred to as the law of
propagation of uncertainty, is based on a first order Taylor’s
approximation of (1). Actually, equation (3) is the simpli-
fied form to be used when the estimates xi can be assumed
to be not correlated. Otherwise, a further sum involving the
estimated covariances associated with each pair (xi, xj) is
needed under the square root in (3).

Singling out the most significant quantities of influence
is important when we have to characterize a measurement
system. These are the quantities that are not object of the
measurement, but whose variation determines a modifica-
tion in the relationship between measurand and instrument’s
output. Their presence can significantly degrade the mea-
sure, as they can represent a major cause of uncertainty.
With regard to this, selectivity of a measurement system

corresponds to its insensitiveness to quantities of influence.
In other words, the less variable are measurement system’s
outputs due to the variability of the quantities of influence,
the more selective is the system.

Resolution is the ability of a measuring system to re-
solve among different states of a measurand. It is the small-
est variation of the measurand that can be appreciated, i.e.
that determines a perceptible variation of the instrument’s
output.

Repeatability is the property of a measuring system to
provide closely similar indications in the short period, for
replicated measurements performed i) independently on the
same measurand through the same measurement procedure,
ii) by the same operator, and iii) in the same place and en-
vironmental conditions.

Stability is defined as the property of a measuring sys-
tem to provide closely similar indications in a defined time
period, for measurements performed independently on the
same measurand through the same measurement procedure
and under the same conditions for the quantities of influ-
ence.

To characterize a measurement system, and draw a com-
prehensive comparison with alternative systems, some other
indicators should also be taken into account, such as mea-
suring interval, measurement time and intrusiveness.

The measuring interval of a measurement system is the
range of values of the measurand for which the measure-
ment system is applicable with specified measurement un-
certainty under defined conditions.

The importance of taking into consideration measure-
ment time for a complete characterization is intuitive: be-
sides being directly linked to measurement costs (in terms
of resources occupation), the reciprocal of the measurement
time gives an upper bound to the number of measurements
that can be performed in the unit of time.

It is well known that any measurement system perturbs
the measurand, determining a modification of its value.
Minimizing such perturbation, that is minimizing the sys-
tem’s intrusiveness, is therefore desirable when designing
a measurement system.

Finally, as measurement results are expressed in terms
of ranges of values, intervals measured through different in-
struments ought to be compared rather than single values.
Specifically, if results are expressed with the same confi-
dence level, they are said to be compatible if the related
intervals overlap.

3 Metrology and dependability

To adapt the concepts mentioned in the previous Sec-
tion 2 to the field of computing systems is not trivial. In this
Section, a classification of computing systems, and of mea-
surements that can be of interest on such systems are drawn.
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Then, on the basis of such classification, the most signifi-
cant measurement properties that should characterize mea-
surement tools designed to operate on the different kinds of
systems are highlighted.

First of all, let us classify measurements that can be per-
formed on computing systems, with special regard to de-
pendability evaluation. They can be divided into two main
classes:

• Measurements with negligible uncertainty. This class
includes static quantities which depend on the static
characteristics of the system under evaluation, as well
as countable dynamic quantities, which depend on a
particular execution of the system. Such measure-
ments typically result in integer counts, either attribute
counts or event counts. Many software quality mea-
surements, typical of software engineering, such as
number of source code lines of a given software el-
ement, number of system calls, and so on, belong to
this class. Moreover, this class includes packet size in
packet-switched networks, queue size of a particular
network protocol, number of packets sent on top of a
point-to-point channel, number of messages received
by a network interface, maximum memory size of an
application, maximum number of records in a database
table, etc. Measurements belonging to this class are
characterized by very low uncertainty.

• Measurements with non-negligible uncertainty, which
generally refer to the dynamic behavior of the system
under evaluation and usually involve the estimation of
continuous quantities. Relevant examples of measure-
ments belonging to this class are: delays experienced
in an end-to-end connection, quality of clock synchro-
nization, Mean Time To Failure, Mean Time Between
Failures, direct and indirect measurements depending
on distributed events.

It is quite obvious that this latter class includes quan-
tities whose measurement presents more challenges than
those belonging to the former one. A closer look at this
class highlights the crucial role of time intervals measure-
ments. Dependability-related measurements are very often
based on measuring time intervals, either because the mea-
surand is a time interval, or because the measurand is ob-
tained through indirect measurements based on time inter-
vals. Such measurements are often affected by non negligi-
ble uncertainty.

It can be useful to classify the computing systems whose
QoS or dependability attributes are to be measured along
the following dimensions:

• Real-time: along this paths we start from time-free
systems, characterized by the absence of timing con-
straints or temporal requirements, to reach the case

of so called hard real-time systems, characterized by
well-defined (and usually quite strict) constraints on
their temporal behavior. A system is time-free when
there is no deadline for its operations, whereas it is
hard real-time when the correctness of its behavior is
defined not only based upon the logical correctness of
the operations performed but depends also upon the
time frame in which such operations are performed [6].

• Criticality: along the criticality dimension at one ex-
treme we find non-critical systems, while the other
extreme is represented by X-critical systems, which
may take many forms, e.g. safety-critical systems, or
mission-critical systems or life-critical systems. While
the failure of the former does not imply any signifi-
cant damage, for the latter a failure could result in very
dangerous events such as loss of life, significant prop-
erty damage, or damage to the environment. There
are many well-known traditional examples in differ-
ent areas, such as medical devices, aircraft flight con-
trol, weapons, and nuclear systems, which fit this def-
inition. In addition to these, many modern informa-
tion systems and infrastructures are starting being con-
sidered X-critical, because the same types of damages
(with even a more severe impact to their scale) can re-
sult from their failure [6].

• Centralized/Distributed: starting from so called cen-
tralized systems we may find several forms of dis-
tributed systems. While a centralized system is made
of a unique node, which may eventually be decom-
posed in non autonomous and closely coupled parts, a
distributed system is a set of distinct nodes, with minor
and even unstable coupling constraints, interconnected
by any kind of network, cooperating for common ob-
jectives [6].

The aforementioned dimensions constitute a quite sim-
ple categorization of computing systems to which the con-
cepts of metrology introduced in Section 2 should be ap-
plied. Depending on the category a system belongs to, the
metrology properties and indicators may be less or more
important to be taken into account and less or more difficult
and costly to apply and to assess.

Among the fundamental properties that should be taken
into consideration for a significant characterization of mea-
surement systems, those of major concern to dependability
evaluation can be identified in: uncertainty, repeatability,
resolution and intrusiveness.

Table 1 enlists the abbreviations used in the other tables
presented in this and in the next Section.

Table 2 describes the relative importance of metrolog-
ical properties for the different categories of systems. It
describes the most important metrological properties that
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should be considered to design measurement tools that can
provide reliable results (X stands for important, XX for fun-
damental).

Some details on the arguments used to fill Table 2 are
now given.

Uncertainty. A quantitative evaluation of uncertainty
is necessary to appreciate the quality of the measurement.
Such need is not only theoretical but has an important prac-
tical implication. Let us consider, for example, a safety crit-
ical system with hard real-time requirements; in such sys-
tem there can be cases when uncertainty can be essential
to state whether the system is compliant with its require-
ments or not. If an indicator has to be below a given thresh-
old, and the result of measurements confirms it is below that
threshold, one would be convinced that the system meets its
requirements. What if after evaluating uncertainty, the in-
terval expressing the measurement results is, even partially,
over the threshold? In this case the available knowledge of
the measurand does not necessarily allow to state that the
system meets its requirements with enough confidence.

Uncertainty is maybe even more important (and needs
to be evaluated) in the case of distributed systems. Time
interval measurements carried out on such systems can, in
fact, be significantly affected by offset and drift among dis-
tributed clocks. Another case in which uncertainty is very
important is when indirect measurements are performed
by combining results of several direct measurements. In
such cases, the uncertainty of direct temporal measurements
propagates on uncertainty of indirect measurements; ex-
pression (3) permits to calculate the uncertainty of an in-
direct measurement through the uncertainties of direct mea-
surements utilized for its evaluation.

Intrusiveness. In general, performing measurements al-
ters (to different extents) the state and the behavior of the
system under test. More specifically, the presence of a mea-
surement system can introduce modifications on the value
of the measurand. A classical example is provided by the
load effect of a voltmeter that can alter the voltage it is
intended to measure due to its finite impedance. In com-
puter science, we can think of a target process which acts
as the measurand, and of measures collected with a process
scheduled on the same CPU hosting the target process; the
schedulability of the entire system might be compromised,

Table 1. Abbreviations used in Tables 2-3
CE Centralized Unc Uncertainty
DI Distributed Int Intrusiveness
RT Real-time Res Resolution
¬RT Non real-time Rep Repeatability
CR Critical
¬CR Non-critical

with consequent harmful effects on measurement results.
Performing an analysis of the intrusiveness of a measure-

ment system is particularly important when measurements
are carried out on computer systems or infrastructures, since
this often implies loading the system and, ultimately, influ-
encing its behavior in a non negligible way. The importance
of intrusiveness in computer systems is clear and well un-
derstood, although it is difficult to quantify it. It should be
evaluated as the impact of the measurement system on the
performance of the computer system, expressed in terms of
memory usage, CPU usage and/or operating system relative
time. Intrusiveness is a parameter of fundamental impor-
tance for all the cases of interest of this paper. This is partic-
ularly true for real-time systems: a tool able to collect suf-
ficiently reliable data in a non real-time environment, may
behave very differently in a hard real-time environment. In-
trusiveness is thus particularly critical in hard real-time sys-
tems, where timing predictability may be altered by the ad-
ditional overhead of monitoring tasks, or other mechanisms,
e.g. fault injection probes.

Intrusiveness and uncertainty are related to each other
since intrusiveness has consequences on uncertainty. This
explains why in Table 2 all the rows in which Intrusiveness
is important exhibit the same importance for Uncertainty.

Resolution. Resolution may be critical in real-time sys-
tems since it needs to be much lower than the imposed time
deadline to allow useful quantitative evaluations of time or
dependability metrics. In computing systems it can be gen-
erally assumed that resolution of the measurement system
for time interval evaluation is equal to the granularity of the
clock used in the experiment. In a centralized context it can
happen that resolution is of the same order of magnitude of
the measure, and it is thus of great importance to evaluate
the resolution. On the other hand, when experiments are
performed on distributed systems, uncertainty is usually far
greater than resolution; in such cases, the evaluation and the
control of resolution may be less crucial.

Table 2. Summary on important metrological
properties to consider in order to perform re-
liable measurements on computing systems

Unc Int Res Rep
CE-¬RT-¬CR X X X
CE-¬RT-CR X X X X
CE-RT-¬CR XX XX X
CE-RT-CR XX XX XX X
DI-¬RT-¬CR X X
DI-¬RT-CR X X X
DI-RT-¬CR XX XX X
DI-RT-CR XX XX X X
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Repeatability. Repeatability is often not achievable when
measurements are carried out on computer systems. The
same environmental conditions can, in fact, hardly be guar-
anteed. This is especially true with regard to distributed
systems, where differences among local clocks, in addition
to the problems of thread scheduling and timing of events,
enormously increase the difficulty of designing repeatable
experiments. Critical systems are a class of systems in
which repeatability is very important. In such cases, great
efforts to grant the highest possible degree of repeatability
are required and motivated. When performing experimen-
tal validation of a critical system, in fact, it is necessary to
observe the same behavior triggered by the same trace of
execution.

4 Measurements properties in tools and ex-
periments for dependability evaluation

In this Section, tools and experiments used for exper-
imental quantitative evaluation of computing systems are
described, with the purpose of understanding if they have
considered and respected the aforementioned criteria and to
which extent this has been accomplished. With no intent to
criticize any individual experiment or experience, the objec-
tive is to investigate the general consciousness about metro-
logical properties addressed in the previous sections. The
observations are based on an objective analysis of the con-
sidered works, and no attempt to numerically quantify mea-
surement properties on these works is done. We do not want
to question the results presented in the literature, but just
to show that underestimating or neglecting factors such as
uncertainty, intrusiveness, resolution and repeatability can
easily reduce the trust in the achieved measures or in the
developed measurement systems.

In the left part of Table 3 (columns Tool, Exp and Sys-
tem classification) the works taken into consideration are
classified according to the criteria introduced in Section 3
related to the dimensions of systems. Note that the columns
tool and experiments are marked depending on whether the
main focus was the tool or the experiments performed (in
some cases, both).

The considered works cover some very different situa-
tions in which dependability measures have been collected.
Such difference stems either from the type of analysis per-
formed or from the kind of system under study. We analyze
fault-injection tools (e.g. [8], [13]) and experiments (e.g.
[20]), general prototyping frameworks (e.g. [15]), an exper-
iment in which a new total ordering protocol [24] has been
tested and, finally, an experiment in which a fail-aware sys-
tem is analyzed [23]. Such experiences cover a spectrum of
eight different systems typologies. Note that some works
belong to more than just one category of systems.

Let us now consider right part of Table 3 (columns Rel-

evant Properties and Awareness). In the column Relevant
Properties, the most relevant metrological properties that
should have been addressed, are singled out for each paper.
The Awareness part of the table reports marks related to the
measurement properties for which some concern (often with
quite good observations) has been shown. Due to the very
different, non-uniform, and often partial (or missing) ap-
proaches we have observed (even the name of the four mea-
surement properties are different from a work to another),
it has been actually difficult to identify these elements in
the surveyed works. Therefore, in some cases the ticks in
the table are the result of our own interpretation and under-
standing. This does not necessarily mean that measurement
properties have been ignored by the related authors when
designing tools and experiments, but we just note that these
properties have often not been given the adequate emphasis.

Let us start analyzing uncertainty. Although a full con-
sciousness of all measurement properties is not achieved in
the surveyed tools, it is important to highlight that a quite
exhaustive analysis of measurement parameters is, in some
cases, performed. For example, in the software fault injec-
tion tool Loki ([13], [14]), a post-runtime analysis, using
off-line clock synchronization, is used to place injections
on a single global timeline and to determine whether the
intended faults were properly injected: there is a signifi-
cant attempt to evaluate the uncertainty of the time instant
at which faults were injected, even though it is not referred
to as uncertainty. Such a deep analysis is performed only
for timestamping fault injection. Although the approach to
uncertainty is quite informal, far from uncertainty as dealt
with by the GUM [5], this example denotes a significant and
remarkable interest in quantitatively evaluating the disper-
sion of the values that can be reasonably attributed to the
measurand.

Regarding experiment papers, uncertainty issues are
taken into account only in the experiments related to the
testing/development of FORTRESS ([23]). FORTRESS is
a support system for designing and implementing fault-
tolerant distributed real-time systems that use commer-
cial off the shelf (COTS) components. In the test
case performed, when measuring the one-way delay, the
FORTRESS fail-aware datagram service computes an up-
per bound ub(m) on the transmission delay td(m) of each
delivered message (obviously ub(m) > td(m)). Due to the
incapability of precisely estimating td(m), an upper bound
on the error ub(m)−td(m) is estimated as the difference be-
tween the computed upper bound and a known lower bound
for the message transmission delay δmin (the error is set to
ub(m)− δmin).

For the sake of completeness, it has to be highlighted that
for some time measurements, uncertainty can be not (very)
relevant. This can happen when the objective is to measure a
(sufficiently) long time interval. A few examples of such sit-
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Table 3. Surveyed work classification and metrological properties

Surveyed Work Tool Exp

System classification Relevant Properties Awareness
CE CE CE CE DI DI DI DI

Unc Int Res Rep Unc Int Res Rep¬RT ¬RT RT RT ¬RT ¬RT RT RT
¬CR CR ¬CR CR ¬CR CR ¬CR CR

XCEPTION [7]
√ √ √ √ √ √ √

GOOFI [8]
√ √ √ √ √ √ √ √ √ √

MAFALDA [9]
√ √ √ √ √ √ √ √

MAFALDA-RT [10]
√ √ √ √ √ √ √ √ √

MESSALINE [11]
√ √ √ √ √ √ √ √ √ √

FTAPE [12]
√ √ √ √ √ √

Loki [13] [14]
√ √ √ √ √ √ √ √

Neko/NekoStat [15] [16]
√ √ √ √ √ √

ORCHESTRA [17]
√ √ √ √ √ √ √

PFI Tool [18]
√ √ √ √ √ √

OS dependability √ √ √ √ √
benchmark [19]
Impact Analysis √ √ √ √ √ √

on Real-Time Sys [20]

Evaluating COTS [21]
√ √ √ √ √ √

Fault-Tolerant √ √ √ √ √ √
Commercial Systems [22]

FORTRESS [23]
√ √ √ √ √ √ √ √

PLATO [24]
√ √ √ √ √ √

uations can be found in FTAPE [12] and in the experiment
presented in [19]. In the case study presented in FTAPE, a
fault injection tool, the execution time with/without faults is
measured. Such a time interval is greater than one thousand
seconds. In [19], a dependability benchmark for operating
systems is developed and tested on Windows 2000 OS. The
restart time of the operating system is measured. It is a
quite long interval (dozen of seconds). Relative uncertainty
here is very small, and in cases like these the absence of
assumptions or concerns about uncertainty can therefore be
justified.

Regarding intrusiveness, we have observed that a large
subset of the surveyed tools show great consciousness of
how important it is to design a non-intrusive measuring in-
strument (Loki [13], ORCHESTRA [17], XCEPTION [7],
MAFALDA [9], MAFALDA-RT [10], FTAPE [12], GOOFI
[8] and PFI Tool [18]).

In Loki, awareness about intrusiveness is clear, and to be
as non-intrusive to the system as possible, the runtime does
not block the system while notifications about the system
state are in transit. A post-runtime check is made to cor-
rect possible problems due to non-compatible views of the
system state.

In ORCHESTRA, a fault injection tool for distributed
real-time systems, a deep analysis about intrusiveness is
performed. ORCHESTRA deals with real-time systems
with strict time requirements. It is designed to explicitly
address the intrusiveness of fault injection on a target dis-
tributed system. This operation is performed by exploiting
operating system support to quantitatively assess the intru-
siveness of a fault injection experiment on the timing behav-
ior of the target system and to compensate for it whenever
possible.

In XCEPTION, a tool for software fault injection, an im-

portant attempt to evaluate tools characteristics using sys-
tem performance monitoring facilities is made.

In MAFALDA, a fault injection tool for safety critical
systems, the used fault injection technique is chosen with
awareness of problem of intrusiveness of the tool.

In MAFALDA-RT, a tool for fault-injection in real-time
systems (it is a completely new version of MAFALDA), the
authors focus on the problems of temporal intrusiveness.
The authors identify the main causes of intrusiveness in:
i) the time related to the injection of faults, and ii) the time
related to the observation of the system behavior.

In FTAPE, the authors recognize the problem of intru-
siveness of the fault injection component and of the work-
load monitoring component, and they try to estimate the
time overhead comparing the time the workload requires to
execute with and without the fault injection and monitoring
components.

In the fault injection Java tool GOOFI, it is recog-
nized that logging is a time-consuming operation, thus
GOOFI makes available two different logging modes: a
detailed (time-consuming) mode and a normal (less time-
consuming) mode.

In [18], the fault injection tool PFI Tool (Probe/Fault In-
jection Tool) is presented. The authors recognize that their
approach can be more intrusive than others, but, despite
this awareness, a metrological characterization of the tool
is missing.

In the experiments we have been considering, the intru-
siveness of the measurement tool used is considered only
in [22]. In this experiment a dependability benchmark for
commercial systems is proposed and studied on TMR-based
prototype machines (using the FTAPE tool). The time over-
head of the fault injection tool used is accounted, even if
intrusiveness is not looked closely as in [12]. In most cases,
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missing observations about intrusiveness of the measure-
ment tool may be an acceptable approach for single ex-
periments, still allowing reliance on results, when a com-
plete estimation of the uncertainty of the experiment results
is provided (assuming that intrusiveness of the monitoring
tool was already evaluated).

Resolution is usually the easiest parameter to estimate.
However, it is frequently not considered at all: the reason is
probably that it is often considered not important, at least if
compared with intrusiveness and uncertainty. As an exam-
ple on how resolution is neglected, we observe that PLATO
[24] and Neko/NekoStat [15],[16] use Java system calls to
collect timestamps: this way the resolution of the system is
the granularity of the Java clock used, usually greater than
granularity of system clock.

Finally, let us consider repeatability. The difficulty in
reaching a satisfactory level for repeatability has been taken
into account in the experiments on computer systems de-
scribed in [22], even if the word repeatability is not explic-
itly used. The authors show consciousness that, due to the
aforementioned limits on accurate timestamping, many ex-
ecutions of the same run will probably not bring exactly
the same results, because the event (i.e. the injected fault)
may not be signaled at the exact time instants when it is
intended to occur. This explains why a second execution
of the same run does not necessarily recreate a catastrophic
incident that can, for instance, occur in the first execution.
Among the surveyed works, the problem of creating repeat-
able experiments is discussed also in XCEPTION [7] and
MESSALINE [11].

In XCEPTION it is highlighted that good results are
achieved in experiments performed by using the spatial
method for fault triggering (a spatially-defined fault is in-
jected when the program accesses a specified memory ad-
dress, either for data load/store or instruction fetch, [7]), not
in the temporal trigger methods, due to execution time un-
certainties. This is an obvious limit, common to all tools.

In MESSALINE it is observed that in distributed sys-
tem it is really difficult to perform repeatable experiments.
Moreover, the type of the architecture has usually a major
impact on the difficulty to set up a reliable testbed and on
the repeatability of the experiments.

To complete the review some works based on Java are
briefly considered; more precisely the Neko/NekoStat tool
for prototyping distributed algorithms in a Java framework,
the Java tool GOOFI, and the Java implementation of the
PLATO total ordering protocol. Java is actually limited by
its inability to predictably control the temporal execution of
applications due fundamentally to unpredictable latencies
introduced by automatic memory management (the garbage
collector). Because of this peculiarity, measurement tools
written in Java usually have to deal with particularly rele-
vant intrusiveness problems. Still related to Java, in [21] a

comparison of the dependability of different real-time Java
virtual machines in the spacecraft software context is made.
Some case studies are performed to evaluate dependabil-
ity of COTS components. The authors show awareness of
the problems encountered in Java and they use a Real-Time
Java [25], which surely fits better in real-time context. How-
ever, although the great interest shown in precise times-
tamping, no information about measurement properties is
provided.

Finally, in [20] the behavior of a real-time system run-
ning applications under operating systems that are subject
to soft-errors is studied. Although errors due to real-time
problems are recognized, no estimation about the quality
and trustability of the presented results is shown.

A further remark concerns comparison among measure-
ment results provided by different tools or experiments. In
the surveyed tools, result comparison is never dealt with in
terms of compatibility, as introduced in Section 2. Actually
while expressing measurement results as intervals of values
is the practice sometimes followed in simulation studies, it
is not as common in experimental dependability evaluations
(with few exceptions - DBENCH). Comparison of results
carried out in terms of compatibility can, in fact, be carried
out only after evaluating uncertainty.

To summarize, the main findings of this brief survey
on tools and experiments developed to assess dependability
properties show that some consciousness about the metrol-
ogy properties described in this paper is shown, but the ap-
proaches are quite intuitive, and usually quite incomplete
as well. In particular, while there is a diffused conscious-
ness about intrusiveness, there is rarely a real effort to try
to estimate uncertainty and to determine solid bounds on
the reliability and trustability of the measures collected with
the tools. In the experiments, less attention is paid to these
themes. This does not mean that experiments are badly de-
signed, nor that the measurement systems used for the ex-
periments are not properly constructed, but more explana-
tions about the measurement system should have been pro-
vided in order to allow to appreciate or understand what
level of uncertainty may be associated to the obtained mea-
sures.

5 Conclusion

This paper has discussed the importance of approach-
ing quantitative evaluation, based on measurements, of de-
pendability attributes and metrics of computer systems and
infrastructures from a metrological point of view. The ba-
sic observation that has stimulated this work is that exper-
imental quantitative evaluations of dependability attributes
are measurements and the tools used for obtaining them are
measuring instruments. However, as it appears from our
investigations of a good sample of the available relevant lit-

8



erature, the former are not recognized as measurements and
consequently their results are not qualified as they should,
and the latter are not characterized as it is usually done
for measurements tools, i.e. their fundamental metrologi-
cal properties are not investigated.

Besides the pure scientific interest of applying principles
and results achieved during times by metrology, the appli-
cation of rigorous metrological methodologies would rep-
resent an important step forward for improving the scien-
tific rigor and trustworthiness of the obtained measures, and
for allowing to compare dependability measures collected
by various tools and experiments according to rigorous and
recognized criteria, i.e., to perform benchmarks.

After presenting the fundamentals of measurement the-
ory, to set a proper framework, the paper has focused on the
measurement properties which can be of major interest for
dependability. It has shown that the most relevant measure-
ment properties to take into account vary from a scenario to
another (e.g. in distributed systems, resolution is often not
as critical as in centralized systems). A number of works
present in the literature have been analyzed and, as it could
be expected, quite different approaches to the evaluation of
measurement properties have been followed (when present).
Some consciousness of the metrology properties has been
found, still quite intuitive, and usually quite incomplete. In
particular, while intrusiveness is very often recognized as
a concern, a real effort to estimate uncertainty is made very
rarely. Moreover, we claim that more explanations than usu-
ally done should be given about the measurement systems
used in the experiments, as it is a fundamental pre-requisite
to estimate uncertainty and to get real confidence and trust
on the dependability measures obtained.

In conclusion, we would like to single out and recom-
mend some basic guidelines, i.e. operative rules that should
be kept in mind - and when possible put into practice - when
measuring dependability attributes and properties:

• the measurand should be clearly and univocally de-
fined;

• all the sources of uncertainty should be singled out and
evaluated;

• some attributes of major concern for dependability
measurements, such as intrusiveness, resolution and
repeatability should be evaluated;

• measurement uncertainty should be evaluated (accord-
ing to the GUM);

• comparison of measurement results provided by dif-
ferent tools/experiments should be made in terms of
compatibility.
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