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Summary

This paper reports an experience made in building a model and analysing the depend-
ability of an actual railway station interlocking control system developed by Ansaldo
Trasporti: the ACC CIS (Computer Interlocking System). Despite our decision to re-
strict the analysis to the Safety Nucleus subsystem a considerable effort was necessary
in order to cope with complexity and size. We have identified a modelling strategy
based on a modular, hierarchical decomposition which allow the use of different
methods and tools for modelling the various level of the hierarchy. This paper focuses
on the analyses made in order to deal with some of the simplifying assumptions made
in the models. The approximation error resulting from a given assumption (in a selected
set) has been estimated by comparing the results obtained by releasing the assumption
itself. This comparison allowed us to select those simplifying assumptions which did
not invalidate the results of the models and to focus on those which required a more
careful and detailed modelling effort. The paper reports some examples of the extensive
analyses performed towards the validation of the assumptions made.
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Introduction

Railway station interlocking systems based on microprocessors were developed in all
technologically advanced countries in the place of the usual electro-mechanical sys-
tems. This introduces difficulties in their design and analysis. The quantitative evalua-
tion of the dependability attributes, such as reliability, safety and availability, of these
critical applications is thus becoming more and more important as appears by observing
the strong requirements for the certification of railway systems (e.g. standard IEC 1508
and CENELEC). Many techniques can be used for the validation: both experimental
techniques, like testing or fault injection, and analytical ones like simulation or model-
based analytical modelling. These techniques have different characteristics; each has
the ability to capture some aspects of the system.

Modelling real complex computer control systems is made very difficult since it must
account for the interactions among hardware and software components and of their
stochastic dependencies. In the literature several papers exist in the field of dependabil-
ity analysis e.g. (Arlat, Kanoun et al. 1990), (Dugan and Lyu 1994) and some basilar
papers exist on the approach to dependability evaluation of combined hardware and
software systems (Costes, Landrault et al. 1978), (Laprie, Beounes et al. 1990), but de-
tailed modelling of real complex computer control systems has been treated, at our
knowledge, only in (Kanoun, Borrel et al. 1996), (Nelli, Bondavalli et al. 1996). In lit-
erature many modelling techniques have been proposed and used; among these Markov
Chains, Stochastic Petri Nets and Stochastic Activity Networks are considered very
useful; they are supported by automatic tools like UltraSAN (Various authors 1994),
SURF (LAAS-CNRS 1994) and others which help in building and solving the models.
The modelling approach is generally cheap for manufacturers and has proven to be use-
ful in all the phases of the system life cycle. During design phase, models allow to
compare different solutions and to select the most suitable one. In assessing an already
built system, models allow to detect dependability bottlenecks and to suggest solutions
to be adopted in future releases.

Among the problems to be faced in modelling, this paper deals with the simplifying hy-
potheses which are very often necessary to keep the model manageable. The choice of
such hypotheses is critical. Making assumptions, on one hand, allows to obtain simpler
models, but, on the other, leads to approximations of the system behaviour: the result-
ing error should always be estimated either through sensitivity analyses or by compar-
ing the results returned by the model containing the assumption and a model where it
has been released. Modelling should start with simple models which are made more and
more complex and detailed by releasing those assumption having an unacceptable im-
pact on the obtained results. We report our experience in dealing with validation of
simplifying assumptions in the analytical modelling of the ACC CIS (Computer Inter-
locking System) system nucleus implemented by Ansaldo for railway station signalling
control system which have strong requirements on safety and availability.

The rest of the paper is as follows. Section 2 briefly recalls the most important charac-
teristics of the ACC CIS system and the modelling approach we devised for its mod-
elling. Section 3 reports our assumptions and identifies those the have been released
(one at a time) to check their impact. Then Section 4 shows the results of our analyses
while Section 5 concludes the paper.

2 The system analysed and the modelling approach

We made an experience in building a model on an actual critical system. This system,
developed by Ansaldo Trasporti, is a railway station interlocking control system: the
ACC CIS (Computer Interlocking System) (Mongardi 1993), (Mongardi 1995). The
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CIS, Figure 1(a), is structured in two subsystems: one devoted to vital functions, the
other to supervision ones. The former is made of a central section (Safety Nucleus, SN)
and a number of Trackside Units (TU), depending on the station size, that communicate
with the SN through a proprietary serial bus. The latter, which performs Operations and
Indications, and Alarm, Recording and Tele-control functions (OI-ART), is made of a
number of processing nodes, connected through a LAN, and is located close to the SN
in the Central Post.
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Figure 1: Structure of the ACC CIS system (a) and of the Safety Nucleus (b)

The Safety Nucleus is the vital part of the system and its internal structure is partially

reported in Figure 1(b). It comprises six units with a separated power supply unit. The

three Nsi sections represent three computers which are connected in TMR configura-

tion; three diverse software programs performing iteratively the same tasks, run inside

three identical hardware sections.  The Exclusion Logic is a fail-safe circuit whose job

is to electrically isolate the section that TMR indicated to be excluded. The activa-

tion/de-activation unit is a device that switches on and controls power supply units. The

video switching unit controls video images to be transmitted to the monitors of the op-

erator terminal. The system is designed to keep on running even after the failure of one

section. Each section is composed by two physically separated units which carry out

different functions in parallel: GIOUL (operator interface manager and logical unit):

executes the actual processing and manages the interactions with the Operator Terminal

and the OI-ART subsystem; GP (trackside manager): manages the communications

with the Trackside Units and modifies, whenever necessary, the commands given by

GIOUL. For a detailed description of the system see (Mongardi 1993; Mongardi 1995).

We restricted our modelling effort to the Safety Nucleus, including the main features

and the interactions among the different components. The constraints to be satisfied by

the Safety Nucleus are a probability of catastrophic failure less than or equal to 1E-5

per year (according to IEC 1508 per SIL 4 systems) and no more than 5 minutes down

time are allowed over 8600 hours (i.e. availability higher than or equal to 0.99999).

A considerable effort was necessary in order to account for i) the complexity of the

system, ii) a proper trade-off between detailing the relevant mechanisms and an explo-

sion of the model, iii) the need for simplifying assumption and iv) evaluation of the er-

rors introduced with the consequent requirement to release some of the assumptions.

We identified a modelling strategy based on a modular, hierarchical decomposition

such that i) different methods and tools may be used for modelling at the various level

of the hierarchy selecting the method which appears to be the most appropriate, ii) each

model is small enough and does not result in computational explosion, iii) specific as-

pects are confined in a few sub-models and modifications do not require to re-define the

model completely. This has proven useful for analysing the impact of the several as-

sumptions and to decide which could be acceptable and those that had to be relaxed.
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Each level of the model has been structured for producing some results while hiding
implementation details and internal characteristics: output values from one level may
thus be used as parameters of the next higher level. In this way the entire modelling can
be simply handled. The specific structure of each sub-model depends both on the sys-
tem architecture and on the measurements and evaluations to be obtained. The model of
the TMR of the Safety Nucleus we have built, shown in Figure 2, can be split into two
main parts: the first part, deals with one execution and computes the probabilities of
success or failure; the second one, built on this, allows the evaluations of the depend-
ability attributes for an entire mission.
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Figure 2: High level model of the Safety Nucleus
Details on the different levels of the model structure and of the modelling tools used
can be found in (Nelli, Bondavalli et al. 1996; Nelli, Bondavalli et al. 1996).

3.  Assumptions

To start with, we have built a simple model adopting the following simplifying as-
sumptions:

1) “Compensation” among errors never happens;
2) The Video Switching, the Activation/de-Activation and the (external fail-safe)

Exclusion Logic units are considered reliable;
3) The module that exploits majority voting within GIOUL and GP is reliable;
4) The Exclusion Management module within GIOUL and GP is reliable;
5) Identical erroneous outputs are due only to correlated errors, while  independent

errors in the different units are always distinguishable by the voting.
6) The error probabilities of GIOUL and GP are the same for the 3 sections.
7) The hardware communication resources of the Nucleus are considered together

with the other hardware aspects; the communication software is reliable.
8) Errors affecting different components of the same unit (GIOUL or GP) are sta-

tistically independent.
9) During one execution, both GIOUL and GP may suffer from many errors, at

most one for each component (software, hardware, databases and acceptance
test for GIOUL).

10) The execution of each iteration is statistically independent from the others.
11) GIOUL units receive identical inputs from the keyboard.
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After having obtained the simplified model for the system that includes all the above
mentioned assumptions, we started investigating the impact of these assumptions. This
has been accomplished by relaxing or releasing each interesting assumption and
analysing how significant were the differences of the results obtained. In the following
we will report the results obtained in changing assumption 3 and 5, although the same
work has been done for others as well. While assumption 5 has been completely re-
leased by simply considering the event "two or three wrong results caused by indepen-
dent errors constitute a wrong majority", we have substituted assumption 3 with more
pessimistic assumptions about the voter behaviour. First we have considered the as-
sumption 3a and then the assumption 3b which is more conservative:

3a) The voter, failing, may either 1) not recognise an existing majority or 2) select a
wrong result, if a majority does not exists.

3b) If the voter fails, independently from the existence of a majority, it selects a
wrong result.

Thanks to the hierarchical and modular structure of our methodology into levels, mod-
els representing different assumptions or in which some assumptions were released
could be build simply modifying the objects comprised inside some level. For the case
of assumptions 3 and 5 the only modifications required regarded level 1, leaving all the
remaining unchanged. If assumption 10 (independence between successive iterations)
has to be modified to account for some dependency, the models of level 2 and of level 3
had to be re-worked but still most of the already defined objects could be re-used.

4 Evaluation

Focusing on the probability of failure (reliability) and of catastrophic failure (safety) re-
ferred to a mission of one year,  we show the effects of releasing assumption 5 and of
substituting assumption 3 with 3a and 3b on system behaviour. The  mission duration is
set to one year; the probability of software independent faults, qsw, varies in the range
1E-3÷1E-5; corr, the parameter representing correlated errors has been assigned values
dependent on the probability qsw of independent errors; qv, the error probability of the
voter, varies in the range 1E-12÷1E-6. The other parameters are fixed.

4.1 Releasing assumption 5.

Here we show the sensitivity of the safety measure in the full range of the parameter qd
representing the probability that wrong results due to independent errors are indistin-
guishable by the adjudicator. Since qd = 0 correspond to maintain assumption 5, in this
way we can evaluate the error introduced by this assumption and make a judgement
whether it could be maintained in the further development of a model for the system or
if it must be released. Figure 3 contains a set of curves, black-marked ones for corr =
10 and white-marked for corr = 1, for three values of qsw: 1E-3, 1E-4 and 1E-5. It ap-
pears that the safety values do not change much over all the range. The only significant
variations are obtained for high values of qd and the variations are more significant for
lower values of corr. In fact, white-marked curves (corr = 1) are more sensitive than
black-marked ones (corr = 10). This appears only for very high values of qd, for low
values (which are more likely to be expected) the variations are minimal. For high val-
ues of corr no sensible effect can be appreciated even for qd = 1. This study suggests
that, in the interesting range of values of the input parameters, assumption 5 can be ac-
ceptable since it has a minimal impact on safety, the most critical dependability at-
tribute.
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Figure 3: Probability of Catastrophic failure (safety) when assumption 5 is released

4..2 Comparison of two alternatives for substituting assumption 3.

With reference to the hypotheses 3a and 3b we have varied qv in the range 1E-12÷1E-6,
to provide sensitivity analysis to the error probability of the voter. Figure 4.a shows
both reliability (curves F) and safety (curves FC), for assumption 3a reporting also the
limit value qv = 0 which corresponds to the correct voter behaviour (assumption 3).  It
can be observed that for increasing values of qv (qv ≥ 1E-10) system reliability de-
creases, and this behaviour is more apparent for lower values of qsw. This means that
the voter is critical for the system and since it may be a bottleneck it needs to be simple
requiring a very careful validation. If the validation of the voter allows to reach figures
of qv ≈ 1E-10, then using assumption 3 (in place of assumption 3a) does not represent
an obstacle for a correct modelling of the system. The variations of safety (curves FC)
are instead very minimal for all values of qv (they cannot be perceived in our plots),
thus we can conclude that safety is insensitive to variations of qv.
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Figure 4: (a) Impact of assumption 3a  and (b) Comparison of the effects of assump-
tions 3a and 3b

Figures 4.b reports some measures of reliability (curves F) and safety (curves FC) to
compare the behaviour of the system modelled according to assumptions 3a and 3b.
The voter error probability varies in the range 1E-12÷1E-6 and qsw has been fixed to
1E-5. The reliability curves in the two cases coincide: as far as reliability is concerned
the two assumptions are interchangeable. Very different is the case of safety. While for
assumption 3a, as mentioned before, variations are minimal, in case of assumption 3b
safety decreases very quickly and reaches the same values as reliability for qv = 1E-6.
This implies again the need of a careful design of the voter for trying to validate figures
of qv of the order of 1E-12 and/or to exclude voter behaviours like those implied by
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hypothesis 3b. If this could not be reached the simplified model would fail in represent-
ing the system behaviour and could not be used for assessing the safety of the system.

4 Concluding Remarks

In this paper we have described our experience in modelling and analysing a railway
station interlocking control system. The ACC CIS (Computer Interlocking System), de-
veloped by Ansaldo Trasporti, is a critical system with strong requirements on safety
and availability. To cope with the complexity of the system we identified a modelling
strategy based on a modular, hierarchical decomposition allowing to keep under control
the size of the models within the different levels. One of the most significant merit of
such a modelling approach is that making changes is very easy and cheap. Many times
only few objects or levels need to be modified in order to model alternative system ar-
chitectures. This feature, in fact, proved to be extremely useful in validating the simpli-
fying assumptions made. The approximation error due to assumptions has been esti-
mated by comparing the results returned by the model containing the assumption and a
model where it has been released. This way we could proceed to the validation of our
assumptions in the analytical modelling of the ACC CIS (Computer Interlocking Sys-
tem) system and understand which were acceptable and those that had to be relaxed.
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