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ABSTRACT
This paper focuses on dependability analysis of an interop-
erable platform for radio resource management and mobility
support in multiple radio environments. The emphasis is on
reliability and availability issues, which unavoidably need to
be addressed to some extent to cope with malfunctions in
such complex environment. With reference to the European
project CAUTION++, which aims to build a capacity and
network management platform for increased utilization of
present and future wireless systems, means to help system
design and verification w.r.t dependability requirements are
here presented. For this purpose, we introduce and apply
a modelling technique based on Petri nets in order to com-
pare different architectural fault tolerant solutions. This
evaluation is carried out in terms of the probability of cor-
rect/incorrect emission and correct/incorrect omission of a
reconfiguration action decided by the CAUTION++ sys-
tem.

Categories and Subject Descriptors
B.8.2 [Performance and Reliability]: Performance Anal-
ysis and Design Aids; C.4 [Performance of Systems]: Re-
liability, availability, and serviceability

General Terms
Design, Measurement

Keywords
Reliability, Modeling, Stochastic Activity Networks, Wire-
less Networks, Resource Management System
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1. INTRODUCTION
Wireless communication systems are moving towards a

new era, where information technology and communications
are approaching the same goal. This goal can be sum-
marized as communication anytime, anywhere, and “any-
media” where new applications demand for higher and higher
data rate. The ability to operate efficient resource utiliza-
tion becomes therefore a crucial aspect in this field. How-
ever, the challenge of resource management and mobility
support, especially in multiple radio environments, unavoid-
ably results in a higher system complexity that deserves spe-
cial attention. The implication is that issues concerning the
dependability [1] of the components/mechanisms composing
the resource management architecture need to be addressed
to some extent. In fact, behavior correctness, reasonably
attained when dealing with simple system components, be-
comes hard to achieve when complex functionalities are in-
troduced, which have to cope with a variety of external and
internal system behaviors.
Wireless systems are significantly exposed to failures and

malfunctions for several reasons. The market pressure and
fast technology advances make fault-tolerance provisions in
wireless environment much less applicable than in the slowly
evolving wireline context. Also, the responsibilities for en-
suring dependable functioning of the system is generally
distributed among several independent collaborating enti-
ties (including wireless equipment owners and leased line
providers), without a clear identification of what is in charge
to whom.
Usually, the specific targeted application field dictates

both functional and non-functional system requirements (de-
pendability requirements are among the non-functional ones).
For traditional high critical application fields, like nuclear
and transport control systems, dependability requirements
are well established, being often regulated/imposed by in-
ternational certification bodies. In other application areas,
where criticality is more related to economical aspects than
human lives and environmental damages (e.g., commercial-
grade and telecommunication applications), agreed mini-
mum levels of dependability are not yet imposed, although
dependability is of high interest because of competitiveness
among the several operators in the respective fields. To
make an example, the availability and reliability properties
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constitute an important factor in the competition among
service providers, network operators and equipment man-
ufacturers. The “5 nines” availability figure is, in fact, a
challenging target in telecommunications since a few years.
This paper focuses on dependability aspects in resource

management in heterogeneous wireless systems. Inside the
European project IST-2001-38229 CAUTION++ [6], which
aims to build a capacity and network management plat-
form for increased utilization of present and future wireless
systems, dependability issues [1] are addressed to some ex-
tent. Specifically, the goal of this paper is to introduce a
framework for modeling and evaluating the reliability and
availability of the CAUTION++ system. The methodology
adopted, fully described in [5], is based on modular and hi-
erarchical decomposition of the system model, as well as of
the underlying model solution. Actually, this methodology
is general enough to be usefully exploited in a broad class
of problems.
The rest of the paper is organized as follows. An overview

of the CAUTION++ architecture for efficient resource man-
agement in heterogeneous wireless environments is outlined
in Section 2. Section 3 deals with the model-based anal-
ysis approach. The Petri net models derived for the de-
pendability analysis of the CAUTION++ architecture are
described in Section 4. Section 5 is devoted to the presenta-
tion and discussion of the quantitative results obtained from
the models solution. Finally, concluding remarks are drawn
in Section 6.

2. CAUTION++ PROJECT FRAMEWORK
The main objective of CAUTION++ [6] is the smooth

transition from existing wireless systems to new generation
ones. This is pursued by designing and developing a novel,
low cost, flexible, highly efficient and scalable system able to
be utilized by mobile operators to increase the performance
of all network segments (namely, GSM, GPRS, UMTS and
WLAN). Different segments can use different technologies
and radio access. CAUTION++ exploits the available sys-
tem resources by enabling real-time monitoring, alarming,
immediate adaptive application of RRM (Radio Resource
Management) techniques, vertical handover to other sys-
tems (possibly of other operators), having as a major goal to
optimize the operators’ revenue and the users’ satisfaction.
The architectural solution is based on the concept of “mon-

itor and manage”. All resources at the air-interface are mon-
itored in real-time and proper system components are devel-
oped to handle generated alarms through a set of RRM (Ra-
dio Resource Management) techniques, to be applied where
needed. RRM techniques, applied on the basis of a decision-
making process, provide networks reconfigurations to cope
with overload conditions, as determined by failure events
and/or by peaks of user calls. The decisions-making process
is performed at two levels: a local resource management in
charge of managing the capacity of each single network, and
a global resource management, which is in charge of inter-
network coordination for the sake of the overall optimization
of network capacity.
Figure 1 shows the main components of the CAUTION++

architecture. Each network segment has its own ITMU (In-
terface Traffic Monitoring Unit) and RMU (Resource Man-
agement unit) which allow to monitor and manage the at-
tached network, respectively. Within each operator network,
a GMU (Global Management unit) can perform a global op-

Figure 1: Network Architecture for provision of ca-
pacity management mechanisms

timization. Different GMUs cooperate to optimize among
different operators. A Location Server (LS) can be used to
track users’ mobility and location: such information can be
exploited by GMU for a global optimization.

2.1 Dependability Issues in the CAUTION++
system

At the level of resource management provisions as offered
by CAUTION++, the starting point in addressing depend-
ability issues is that the system under development builds
upon a number of existing network segments, each one char-
acterized by specific dependability and performance proper-
ties, in accordance with the specific configuration adopted
by the involved operators. The basic network segments are
therefore to be regarded as “non-touchable” system compo-
nents. Their dependability and performance aspects can,
obviously, be analyzed, [4], but despite they have an impact
on the overall system figures, in the framework of CAU-
TION++ they have to be accepted as they are. Therefore,
the dependability requirements in such context pertain the
components of the CAUTION++ architecture and of the
infrastructure connecting them.
The most important and challenging dependability require-
ment on the CAUTION++ architecture is to prevent RMU
and/or GMU subsystems from carrying out a reconfigura-
tion action wrongly or when it is not necessary (as a conse-
quence of some fault). To fulfill this dependability require-
ment, interface checks and internal error detection capabil-
ities are considered and their effectiveness is evaluated.
In order to model the behavior of the CAUTION++ sys-

tem to carry out dependability analysis, a more detailed
characterization of the system components (namely ITMU,
RMU and GMU) from the dependability point of view is
provided in the following.

• Each CAUTION++ element (ITMU, RMU, GMU)
can be either correctly working (i.e., it is in state Up )
or wrongly working (i.e., it is in state Down). It can be
in state Down as consequences of a detected internal
error or of an undetected internal error.

• Each CAUTION++ element (ITMU, RMU, GMU)
is composed by three main elements: the Applica-
tion Software (AS), the Operating System (OS), and
the Hardware (HW). The OS and the HW employed
in CAUTION++ are off-the-shelf components, having
dependability figures typically provided by manufac-
tures or somehow experimentally studied in the litera-
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ture. The Application Software is the software specifi-
cally implemented for CAUTION++. In turn, the AS,
OS, and HW can be either in state Up or Down. They
can be in state Down as consequences of a detected
internal error or of an undetected internal error.

• At the end of its computation, each CAUTION++
component can emit or not an output. More precisely,
the possible output can be either correct/incorrect emis-
sion or correct/incorrect omission.

• Interface checks at input and output level are consid-
ered. Input interface checks allow to detect an erro-
neous input upon receiving it with a probability given
by the checks coverage. Output interface checks are
applied to the final computation of the component,
just before being delivered as the component’s out-
put (thus preventing it becoming an external failure
for connecting components). The coverage of these
checks determines the probability of detecting an in-
correct component’s output before being delivered.

• In case output interface checks are in place, then when-
ever the component is going to produce an erroneous
output and such checks reveal it, a diagnosis of the
component is triggered. As a consequence of the diag-
nosis activity, possible undetected erroneous states of
AS, OS, and HW may become detected.

3. MODEL-BASED APPROACH
Modeling (both analytical and simulative) for dependabil-

ity and performance evaluation has been proven to be a
useful and versatile approach in all the phases of the sys-
tem life cycle. During design phase, models give an early
validation of the concepts and architectural choices, allow
comparing different solutions to highlight problems within
the design and to select the most suitable one. During the
operational life of the system, models allow to detect de-
pendability and performance bottlenecks and to suggest so-
lutions to be adopted for future releases.
The CAUTION++ architecture should allow putting in

place correctly the identified RRM techniques, hopefully
despite the occurrence of faults. Thus, the design of the
CAUTION++ architecture necessitates validation and ver-
ification activities to be performed as soon as possible from
the very early phases of the design process, in order to justi-
fiably trust the identified solutions and to make appropriate
choices among several possible alternatives. Model-based
validation is promoted inside the CAUTION++ framework
to this purpose. Analytical models are being pursued, as a
support to the verification of the adequacy of the envisaged
solutions with respect to the imposed requirements, and to
guide the refinement process necessary to improve on defi-
cient choices.
In order to construct an efficient, scalable and easily main-

tainable architectural model, we use a modelling methodol-
ogy briefly sketched hereafter (for further details see [5]).
A stepwise modeling refinement approach is followed, both
for the model design process and for the model solution, as
illustrated in Figure 2.
We firstly analyze the system from a functional point of

view (functional analysis), identifying the critical system
functions with respect to the validation objectives. Each
of these functions corresponds to a critical service provided
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Figure 2: Modeling approach

by a component [2]. The overall system is then decomposed
in subcomponents, each one performing a critical subfunc-
tion, and each subfunction is implemented using a model
that describes its behavior. We are following a top-down
approach: starting from the high-level abstract model, we
perform a decomposition in more elementary but more de-
tailed sub models, and this process proceeds until going into
a further level of details is useless for the sake of modeling
purposes. With reference to the CAUTION++ system com-
ponents shown in Figure 1, an “abstract” and a “detailed”
models are associated with each ITMUs, RMUs, and GMU.

Figure 3: Functional-level model related to a single
service

The definition of the functional (“abstract”) model repre-
sents the first step of our modeling approach. The second
step consists in detailing each service in terms of its own
software and hardware components in a detailed (structural)
model where their behavior (with respect to the occurrence
of faults) is accounted for. The fundamental property of a
functional model is to take into account all the relationships
among services: a service can depend directly from the state
of another service or, indirectly, on the output generated
from another service. In the high–level functional model,
the next state S′ and the output O generated by a service
are given as functions of its current state S and of the input
I:
S’ = f(S,I); O = g(S, I), where f(·) and g(·) are functions.
In general, the kind of functional dependencies can be:

1. Total independence;

2. Dependence on the output from another service;
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3. Partial dependence on the state of one or more other
services;

4. Total dependence on the state of one or more other
services.

In turn, also the structural dependencies (when existing)
among its components are defined in the detailed model:
the state of a component can depend from the state (failed
or healthy) of another component. For the detailed model,
usually it does not make sense to consider the input/output
relationship among its components. Thus, the structural
dependencies are the same as the functional dependencies,
except for point 2 above.
Figure 3 shows the functional-level model related to a sin-

gle service. The internal state S is here composed of the
place U, representing the nominal state, and of the places
D1 . . . DM , representing different possible erroneous states.
The places I1 . . . IL and O1 . . . ON represent, respectively,
the input (correct or exceptional, due to propagation of fail-
ures from interacting modules) and the output of the model
(correct behavior or failure - distinguishing several failure
modes). The state changes (from the nominal, correct state
to the erroneous states and viceversa) and the flow between
the input and output places (that is, the implementation
of the function f) are regulated by a structural model of
the service implementation, indicated in Figure 3 as a black
cloud.
For the model solution, a bottom-up approach is followed

instead, as shown in Figure 2. The detailed models for
ITMU, RMU and GMU are solved separately, and provide
input to the corresponding abstract models. The compound
solution of the overall CAUTION++ architecture is then
performed at level of abstract models, as better detailed in
[5]. Of course, solving several but smaller models separately
allows to better keep under control the problem of states
explosion. This solution is particularly effective in case that
the outputs of ITMUs, RMUs, and GMU follow a Poisson
distribution and all components are equals.

3.1 Measures of Interest
The definition of the measures of interest, relevant for the

system under analysis, has to precede the modeling activ-
ity. In fact, such measures drive the model construction
and allow discerning the parts of the system whose behav-
ior need to be specified in detail (because highly impacting
on the accuracy of the measure) from those which can be
represented in a more abstract way. For our purpose, we
have identified the following indicators as significant figures
of merits to evaluate the dependability of the CAUTION++
architecture. They are:

• The probability of correct and incorrect emission.
• The probability of correct and incorrect omission.
• The probability of not undertaking wrong actions.
They actually show suitable measures to evaluate the abil-

ity of CAUTION++ in fulfilling the general dependability
requirement of not undertaking wrong reconfiguration ac-
tions. All these measures will be evaluated at GMU deci-
sion level. These measures are evaluated at varying values
of the coverage of the interface checks and of the internal
error detection capabilities.

Figure 4: Generic Abstract Submodels

4. SAN MODELS

4.1 The abstract models
We start from designing the abstract models of each CAU-

TION++ component individually and defining how to put
them together to achieve the whole model using the SAN
formalism [7]. This process is mainly driven by the mea-
surements we are investigating, without caring of real im-
plementation details of each component. We are interested
in assessing the probability of taking a correct decision by
GMU. Thus, we consider the correctness of the flow of in-
formation propagated from ITMUs to RMUs and, finally, to
GMU. The abstract model is shown in Figure 4. It is almost
the same for ITMU, RMU, and GMU (the extension X will
be used throughout this paper whenever a generic parameter
is indicated and need to be properly substituted by ITMU,
RMU, GMU to designate the parameters of the correspond-
ing component). With respect to the functional-level model
of Figure 3, the black cloud and the places U, D1 . . . DM are
modelled by transition lambda X in the model of Figure 4.
The input gate gInput X allows handling the input of the
component (both the correct and incorrect input). Transi-
tion lambda X fires with a rate λIN→OUT, X = λIN, X + λS, X

where λIN, X and λS, X are the rate of messages in input to
component X and the rate of spurious messages generated
by X, respectively. Then, an output is produced. This
output can be either correctly emitted (a token is moved
in place Correct X with probability pCorrect X) or incor-
rectly omitted (a token is moved in place Corrupted X with
probability pCorrupted X) or correctly omitted (a token is
moved in place NoOutCorr X with a probability pnoOut-
Corr X) or incorrectly omitted (a token is moved in place
NoOutIncorr X with probability pnoOutIncorr X). An out-
put is propagated at the upper level of the CAUTION++
hierarchy (or as final output in case of GMU) with a rate
λOUT, X = (pCorrect X + pCorrupted X ) ∗ λIN→OUT, X.
The parameters values of each abstract model are ob-

tained from the solution of the corresponding detailed model
described in the next subsection.
The model of Figure 5 allows determining the measures of

interest: a token will surely fall in one of the places (excepted
place start which indicates an alarming condition from a
network segment, e.g. an input for an ITMU). Whenever
the token falls in one of these places it is collected by the
input gate gReset then the transition reset gets enabled and
puts a token once again in place start.
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Figure 5: HighLevelJoin Submodels

4.2 The detailed models
In this section we explain how the detailed model is built

according to the proposed stepwise refinement approach. Af-
ter, a generic (for all CAUTION++ components) detailed
model is described, since it is almost the same for the ITMU,
RMU, and GMU. The only difference is in the values of their
parameters (as explained later in the section on numerical
evaluation).
As typical when modeling a (complex) system behavior,

a set of assumptions has been identified with the aim of en-
hancing simplicity and clarity (essential to keep the whole
modeling activity under control), still capturing the rele-
vant phenomena which impact the measures under analysis
(essential to the practical usefulness of the evaluation ef-
fort). The assumptions we made are listed in the following.
First the general assumptions concerning the CAUTION++
components are introduced, then those concerning the error
detection capabilities at interface level (both IN and OUT),
and, finally, those concerning the error detection capabilities
internal to each component.

4.2.1 Assumptions
General assumptions:

• Each CAUTION++ element X(ITMU, RMU, GMU)
is in state Up X if all its subcomponents Y (AS, OS
and HW) are in stateY Up X (the prefixY will be used
throughout this paper whenever a generic parameter
is indicated and need to be properly substituted by
AS, OS, HW to designate the parameters of the cor-
responding component). It is in state DownDet X if
at least one sub-component is in state Y DownDet X
and no one in state Y DownNoDet X. Otherwise it is
in state DownNoDet X.

• The input of the detailed model may be either correct
with probability α or incorrect with probability 1-α.

• Each CAUTION++ element (ITMU, RMU, GMU)
can generate by itself spurious outputs. We assume
that these outputs are independent from outputs gen-
erated because of real inputs. Spurious outputs follow
an exponential distribution with rate λS, X.

• An incorrect input does not affect the state of the AS,
OS, and HW.

Figure 6: Detailed Model for AS, OS, and HW

Assumptions on Interface Checks Capabilities

• If input interface checks are in place, an incorrect input
leads to a correct output omission with probability in-
putCoverage X, otherwise to an incorrect emission (if
there are no output interface checks and the system
is in state Up or in error but not detected) or still to
a correct omission output (if there are output inter-
face checks or the system is in an erroneous state, but
detected).

• If output interface checks are in place, a (potential1)
incorrect output leads to either correct output omis-
sion or incorrect output omission, with probability fail-
ureCoverage X, depending on whether it descends from
an incorrect input or a correct input but the system
was in an erroneous internal state, respectively.

Assumptions on Error and Failure Detection
Capabilities

• An undetected error sooner or later propagates and
reveals itself.

• A repair of the OS may allow detecting an undetected
error at the AS level with probability OS errorDet X
(e.g. as consequence of re-booting). In this case, a
possibly undetected erroneous state of the AS becomes
detected.

• A repair of the HW may allow detecting an undetected
error either at the AS or OS level with probability
HW errorDet X (because of necessary system reboot
- no hot-pluggable redundancy is envisioned). In this
case, a possibly undetected erroneous state (either of
the AS or OS) becomes detected.

We now explain how the overall detailed model is built
step by step. Remind that each generic subsystem of CAU-
TION++ (i.e. ITMU, RMU, GMU) is supposed to be com-
posed by three main components: AS, OS and the HW.
The details of each component are shown in Figure 6. The
extension X is here omitted for brevity.
If Y is working correctly, a token is in Y Up. The firing

of transition Y toDown (which fires with a rate Y MTTF)
models its failure: this failure can be detected (a token
moves in the place Y DownDet) or not (a token moves in
the place Y DownNoDet) with probabilities Y Coverage and
1-Y Coverage, respectively. An undetected failure can be re-
vealed after a while by means of the transition Y det (which
fires with a rate Y noDetLatency). A detected failure is then
recovered by means of the transition Y repair (which fires
with a rate Y MTTRdet).

1Here, a “potential” output encompasses both emitted and
omitted output, while “output” refers only to those emitted.
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Figure 7: Generic Detailed Model

Figure 7 shows the detailed model for a generic CAU-
TION++ component (ITMU, RMU, GMU), which encom-
passes the detailed model of its AS, OS, and HW (the ex-
tension X is still omitted for brevity). The occurrence
of an error at AS, OS, and HW level is accounted for by
putting a token in the corresponding places Y DownDet or
Y DownNoDet in case of a detected or undetected error, re-
spectively. An undetected error (at AS, OS, and HW level)
may be eventually detected in one of the following ways:

• The undetected error sooner or later propagates and
reveals itself by means of transitions Y toDown.

• Whenever the detailed model is producing a (poten-
tial) incorrect emission, a token is in place CorruptDet-
CorrtIn or CorruptDetIncorrIn depending on whether
it was generated by a correct or incorrect input, re-
spectively. The instantaneous transitions failureDet1
and failureDet2 implement the corresponding output
interface checks. They reveal the (potential) incorrect
emission with probability failureCoverage by means of
the upper case of such transitions. In this case, a di-
agnosis of the system is triggered and implemented by
the output gates gDetected1 and gDetected2: possible
undetected erroneous states become detected by mov-
ing a possible token from the Y DownNoDet places
of the AS, OS, and HW to the corresponding places
Y DownDet. These output gates also move the token
removed by the firing of transitions failureDet1 and
failureDet2 from places CorruptedDetCorrIn or Cor-
ruptedDetIncorrIn in places noOutCorr and noOutIn-
corr, respectively. If the lower case of transitions fail-
ureDet1 and failureDet2 is chosen, the token is moved
in place Corrupted.

• A repair of the OS may allow detecting an undetected
error at the AS level with probability OS errorDet by

means of the lower case of the exponential transition
OS repair. In this case, if there is a token in place
AS DownNoDet it is moved in AS DownDet by means
of the output gate gOS det.

• A repair of the HW may allow detecting an unde-
tected error either at the AS or OS level with prob-
ability HW errorDet by means of the lower case of
the exponential transition HW repair. In this case,
if there is a token either in places AS DownNoDet or
OS DownNoDet it is moved in AS DownDet or OS -
DownDet, respectively, by means of the output gate
gHW det.

The whole model output process is as follows: only one
token circulates in the subnet composed by places start, spu-
rious, noOutCorr, noOutIncorr, CorruptedDetCorrIn, Cor-
ruptedDetIncorrIn, Corrupted, and Correct. (Notice that
only one token circulates also in each AS, OS, and HW de-
tailed models). The exponential transition lambdaInToOut
models the output process and fires with rate λIN→OUT, X =
λIN, X + λS, X. For the ITMU it represents its responsive-
ness in capturing alarming conditions from the incoming re-
ports on the status of the controlled network. For the RMU
and GMU it represents the answer to an alarm from the
ITMU and RMU, respectively. Moreover, transition lamb-
daInToOut has two cases (options). If a spurious output has
been produced (a token is in the place spurious) the second
case is chosen. Otherwise the first case corresponds to the
elaboration of a correct input (which is supposed to have a
probability α), while the second to an incorrect input, with
probability 1-α.
The elaboration of a correct input and of the spurious

outputs is governed by means of the output gate gOutput
according to the following rules. If there is a false alarm
(spurious ->Mark() = 1) the component produces an out-
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come surely corrupted (the token is moved in place Cor-
rupted). Otherwise three cases are possible: i. If at least
one error has been internally detected at the AS, OS or HW
level (a token is in DownDet), no output is produced (the
token is moved in place noOutIncorr), ii. If all components
are in state up (a token is in the place Up) a correct out-
put is produced (the token is moved in place Correct), iii.
Otherwise a (potential) corrupted output is produced (the
token is moved in place CorrupDetCorrIn). Notice that the
place spurious can hold at most one token, which is removed
by the gate gOutput whenever such a spurious output has
been processed.
The elaboration of an incorrect input is governed by means

of the output gate gOutput2 according to the following rules.
If the incorrect input has been detected by the input inter-
face checks (Place1->Mark() = 1) or there exists at least
one error detected at the AS, OS or HW level (a token is in
DownDet), the component produces no output (the token
is moved in place NoOutCor). Otherwise the system (po-
tentially) yields an incorrect emission (the token is moved
in CorruptDetIncorrIn). Notice that the marking of place
Place1 in the subnet composed by places Place1 and Place2
and the timed transitions lambda1 and lambda2 model the
probability that the input interface checks are able to detect
an incorrect input. At most one token circulates in such a
subnet (no tokens in case the probability to detect an incor-
rect input by the input interface checks is zero).

4.3 The Overall Model
The overall model is built under the following assump-

tions:

• We consider only one GMU;
• Messages coming from different ITMUs and RMUs are
indistinguishable.

• The RMUs and the GMU process the incoming input
requests (from the ITMUs and RMUs respectively) in-
dividually and sequentially.

Figure 8 shows the whole architectural CAUTION++model.
It is achieved by combining the abstract models of ITMU,
RMU, and GMU (HighLevelITMU, HighLevelRMU, andHigh-
LevelRMU, respectively), all having the same structure as
shown in Figure 4. These models differ only for the values of
their parameters, which are derived from their correspond-
ing detailed models. All the models are joined together and
along with the model HighLevelJoin (shown in detail in Fig-
ure 5) according to the following scheme: the input gate
gInput of the HighLevelITMU (see Figure 4) is connected
with the place start of the HighLevelJoin model. The High-
LevelITMU model is also connected with the input gate gIn-
put of the HighLevelRMU through places ITMUCorrupted
and ITMUCorrect. Similarly, The HighLevelRMU model is
also connected with the input gate gInput of the HighLevel-
GMU through places ITMUCorrupted and ITMUCorrect.

5. EVALUATION RESULTS
The results of the models solution are here presented. As

already discussed, the proposed modeling approach allows
not only modular decomposition of the model capturing the
system behavior, but also modular model solution. Since all
the timed transitions are exponentially distributed and the

Figure 8: CAUTION++ Architectural Composed
Model

state space dimension of the models is not huge, it has been
possible to pursue an analytical solution achieving more ac-
curate results than through simulation. Given the nature of
the measures of interest we resorted to a steady-state anal-
ysis for all models. The tool used for the models solution
is Möbius [3]. The instance of the CAUTION++ system
that has been quantitatively evaluated is composed by two
equal RMUs, each of them having ten equal ITMUs (over-
all, twenty ITMUs are considered). This is a representative
scenario of two network segments (two RMUs) belonging to
the same operator (one GMU).

5.1 Settings for the Models Solution
Table 1 summarizes the parameters involved in the so-

lution of the detailed models. As said before, three parts
compose the model: the application software (AS), the op-
erating system software (OS) and the hardware (HW). Each
of them is characterized by a Mean Time To Failure (MTTF)
(parameters Y MTTF X) and two failure modes: detected
and no–detected. Whenever one of them fails, the failure is
detected with a probability Y Coverage X and undetected
with probability 1-Y Coverage X. An undetected failure is
supposed to reveal itself sooner or later: it becomes de-
tected after a mean time Y noDetLatency X. Then, it re-
covers from the detected status with a Mean Time To Re-
pair Y MTTRdet X. Parameters MTBalarms X and MTB-
spurious X determine the rate of the transition lambdaIn-
ToOut of Figure 7. A repair of the OS may allow detect-
ing an undetected error at the AS level with probability
OS errorDet X and a repair of the HW may allow detecting
an undetected error either at the AS or OS level with prob-
ability HW errorDet X. The parameter Alpha X represents
the percentage of correct input to componentX. Finally, pa-
rameters InputCoverage X and FailureCoverage X represent
the probability that the input and output interface checks
are able to detect an incorrect input or (potential) output,
respectively.
All the previous parameters are fixed except:

1. AS Coverage X (the probability that a failure of the
Application Software is detected) that varies from 0.80
to 0.99;

2. the effectiveness of interface checks inputCoverage X
and failureCoverage X which varies (simultaneously)
from 0 to 1;

3. the percentage of correct inputs alpha ITMU which
varies from 0.96 to 0.999.

Note that some parameters have values expressed as “from
component X” (see column “Range” in Table 1). This no-
tation indicates that the value is provided by the solution of
the detailed model of component X.
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Parameter Value Range

alpha ITMU - 0.96 - 0.999
alpha RMU - from ITMU
alpha GMU - from RMU
MTBalarms ITMU 2 (hours) -
MTBalarms RMU - from ITMU
MTBalarms GMU - from RMU
inputCoverage X - 0.00 - 1.00
failureCoverage X - 0.00 - 1.00
MTBSpurious X 48 (hours) -
AS Coverage X - 0.80 - 0.99
AS MTTF X 400 (hours) -
AS MTTRdet X 0.2 (hours) -
AS noDetLatency X 2 (hours) -
OS Coverage X 0.80 -
OS MTTF X 400 (hours) -
OS MTTRdet X 2 (hours) -
OS noDetLatency X 2 (hours) -
OS errorDet X 0.50 -
HW Coverage X 0.90 -
HW MTTF X 100000 (hours) -
HW MTTRdet X 2 (hours) -
HW noDetLatency X 2 (hours) -
HW errorDet X 0.50 -

Table 1: Detailed Model Parameters and their val-
ues

The parameters for the ITMUs, RMUs and the GMU are
almost the same; the only differences concern alpha andMT-
Balarms. Actually, their values at the RMU and GMU level
depend on the solution of the ITMU and RMU, respectively.
Moreover, the two considered RMUs share the same RMU

parameters values, as well as all the twenty ITMUs share the
same ITMU parameters values.

5.2 Numerical Results
To keep the notation as much light as possible, in the fig-

ures alpha actually indicates alpha ITMU, that is the input
provided to ITMU by the underlying network segment, In-
put/Output Coverage is the coverage of the input and output
interface (which is the same for ITMU, RMU and GMU),
ASCov is the coverage of the application software (again, it
is the same for ITMU, RMU and GMU).
Figure 9 shows the probability of correct output emission

by GMU (given that a congestion from the controlled net-
works is present) at varying values of the coverage of the I/O
interface checks upon input and output messages exchanged
among ITMU, RMU and GMU. The probability of correct
emission increases as the probability of correct input (to the
ITMU) is close to 1 (alpha = 0.999 � 1.00) and as the AScov
increases, in the same way for all the three components.
The overall effects of the benefits of using the interface

checks are more clearly shown in Figure 10 where the prob-
ability of not undertaking wrong actions increases as the
Input/Output Coverage increases. Figure 11 shows that us-
ing the interface checks the omission output probability in-
creases remarkably (it becomes one order of magnitude grea-
ter). Indeed, thanks to interface checks, whenever a wrong
message is intercepted it is discharged (no output is pro-
duced).
These analyses have been performed at GMU decision

level. The sensitivity analyses carried on in terms of varying
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Figure 9: Correct emission probability at varying
values of the I/O coverage
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Figure 10: Probability of not undertaking wrong ac-
tions at varying values of the I/O coverage
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values of the coverage of the detection mechanisms at appli-
cation software level and of the coverage of mechanisms at
interface level have shown some interesting results. In fact,
while most of the observed results are quite insensitive to the
detection mechanisms coverage of the application software,
relevant (positive) effects are shown by the input/output
interface checks. Therefore, such analyses provide useful
guidelines to the system designer about the choice of the
most rewarding mechanisms to employ in the system in or-
der to improve dependability, given a pre-set cost and/or
timing budget.
CAUTION++ is still an ongoing project, and a number

of implementation choices have still to be taken in order to
proceed with the implementation of the Application Soft-
ware. Therefore, in order to refine such analysis, more pre-
cise dependability values of the target off-the-shelf compo-
nents employed for the CAUTION++ system implementa-
tion would be necessary. Also, the implementation choices
at CAUTION++ software application level, as well as soft-
ware testing activity during the implementation phase will
be helpful in choosing more appropriate values for the model
parameters, so as to provide dependability estimates closer
to the real CAUTION++ implementation.

6. CONCLUSIONS
This paper focuses on dependability modeling and evalu-

ation applied to a resource management system in hetero-
geneous wireless networks. The developed modeling frame-
work is based on a modular and hierarchical approach, both
at system model and at the underlying model solution lev-
els, to allow coping with system complexity. The evaluation
method has been applied to the CAUTION++ system, in
which components activities are interdependent.
In the framework of the CAUTION++ architecture, this

work has been profitably employed as a support to the sys-
tem design activity, by providing comparative quantitative
assessment of possible alternatives choices addressing de-
pendability. It is intended to be further exploited as a sup-
port to guide implementation choices as well.
As directions for future refinements of the method, the

achieved probability of correct/incorrect emission and cor-
rect/incorrect omission could be further elaborated, by com-
bining them with the rate of alarms in a reward structure.
This way, it is expected to easily derive the needed depend-
ability requirements for each element of the CAUTION++
architecture, so as to maximize the trade off between costs
and reward factors. The proposed model can be used also
as a means for a design review to asses system’s ability to
satisfy its non functional requirement throughout its imple-
mentation process.
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